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IT and the Fight Against COVID

AThe COVIR9 (G19) pandemic has caused not only a global public health crisis,
but also triggered social upheavals, disrupted business and industry, and affected
the economy, life and work worldwide.
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A It has devasted lives and livelihoods across the world.

A It has caused untold human sufferings and halted societies and economies around the world.
A Nevertheless, some aspects of life must continue without much disturbance.

AIT at the epicentreTo meet this need, IT has helped in new and traditional ways,
becoming the epicentre of healthcare, business, education, governance, and
community service.

Aln the postCOVIBLY era, our world will be different, and@ will serve significant
roles.

AThe pandemic offers the IT industry, professionals and researoperstunities
and challenges worthy of close examination.




In this webinar, | plan to

1. Highlight the roles technology is playing in
the fight against the coronavirus outbreak.

2. Demonstrate how technologists, developers
and businesses roseand are rising to the
occasion.

3. Impact of COVH29 on Computing and IT
4. [ 221 heltnama8 M2 4-49 / 2 OA R




Earlier Pandemics

A Pandemics (plagues, epidemics) are not new! There were major pandemics earlier.

A For a brief overview, see
The Top 8 Pandemics The World Has Gone Through

20 of the worst epidemics and pandemics in history

A Past Pandemics

A Spanish Fl{1918;1919)
Severejnfected 500 million people worldwide; oveo million died
A Asian Flu 19571958

Somewhat milder

A Hong Kong Flu 1968
Estimated to have caused4 million deaths each.

A Swine Flu Pandemic 2009

infected 1.4 billion people worldwide and claiming lives of almost half a million.
A Ebola Pandemic, 20Xdaffected mostly African countries

A They have ravaged humanity, and chanteslcourse of history.


https://ceoworld.biz/2020/05/17/here-is-a-list-of-the-top-8-pandemics-the-world-has-gone-through/
https://www.livescience.com/worst-epidemics-and-pandemics-in-history.html

COVID19: A MultHaceted Crisis That We Must Tackle

Alt presented us severalew challengesand new opportunities, and we
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ATheoutbreak is forcing executives, managers and policy makers worldwide t
quickly and continually assegdfe risks they face and make amdplement
business and operational decisioribat change the statuglo.

A2 SQNEBE F2NDOSR G2 f AJS Inewénibnment vith NI =
constraints.

AWe have to adapt to this and tackle this successfully and effectively.

A2 SQNBE SYONIOAY3I (SOKy2fz23é (2 I RRN



IT and COVI{9

Alnformation technology (IT) plays central role in every activity.

AIT has become agpicentre ofseveral operations in healthcare, business,
education, governance, judiciary, community service, and more.

ATechnology is helping companies and individuals everywhere get
through this unfortunate, unforeseen crisis.

ATechnology is put into use!

dTechnology has value only if you can do somethsgful with it® €




Overnight Digital Transformation Everywhere

Who led the digital transformation of
your company?

A) CEO
B) CTO
C) COVID-19

DIGITAL TRANSFORMATION
IS YEARS AWAY. I DON'T
SEE OUR COMPANY
HAVING TO CHANGE
ANY TIME SOON.
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AThe rush was on to digitally transform everything, within days-2nieeks.

Further information:1


https://www.zdnet.com/article/digital-transformation-overnight-welcome-to-the-year-2025-60-months-early/

Information Technologies Being Harnessed

IT is helping the fight against the Cowd assisting health
professional and government- Use of IT has become a necessity,

A Cloud computing AloT
A Artificial Intelligence AGPS
ADrones AGIS
A Robots T
A Big data

A Telemedicine

A Geofencing (locationbased service)
A Chatbots

A Autonomous systems

A Virtual dashboards

AThe Internet and VPN

A Thermal cameras
A Facial recognition



Global Impact and Transformation
Caused by the Coronavirus

industry Supportng Technologies

Closure of educational Virtual learning environment Learning management
institutions; (online teaching, presentation systems, dearning, m
access to labs is restricted; assessment, and consultation learning, online video
projects have been convocation online conferencing tools, virtual
mothballed; and fieldwork labs on cloud,
interrupted

AR Overcrowded hospitals, Contact tracingforecasting  Al, ML, cloud computing,
;inability to meet demands on resource requirements, robots, chatbot
them; risk of contacting the  allotment of scare resources
virus olFlaSR 2y | LI

survivability, COVHD9 vaccine
development, telehealth
(consultation with a doctor or
medical professional),
automated diagnosis



https://spectrum.ieee.org/the-human-os/biomedical/ethics/halting-covid19-benefits-risks-digital-contact-tracing
https://spectrum.ieee.org/the-human-os/artificial-intelligence/medical-ai/companies-ai-coronavirus
https://spectrum.ieee.org/automaton/robotics/medical-robots/autonomous-robots-are-helping-kill-coronavirus-in-hospitals

Global Impact and Transformation
Caused by the Coronavirug

Business Closure of business, Adherence to social Chatbot, drone delivery,

avoidance of retail shoppin distancing, services online selftdriving vehicles
online meeting software
virtual office/desktop,
remote access to work

Industry Closure of some industries Work from home, remote  Robots, automation,

operations, automation anc 3D-printing
autonomous operation

Retall Stores closed, only online Online shopping, home  The Web, online
service, avoidance of retail delivery payment, contactless

shopping payment



https://spectrum.ieee.org/automaton/transportation/self-driving/robot-vehicles-make-contactless-deliveries-amid-coronavirus-quarantine

Global Impact and Transformation
Caused by the Coronaviru8

Government Spike in demands from citizens Migration to online services Cloud, the Web, online
for assistance, disruption to meeting application
normal operations

Entertainment Entertainment venues (parks, Online shows Audio and video streaming,

cinema, closed), sports without virtual reality

spectators
SEEENERIEREUEES | ockdown Indoor activities Phone, audio and video
OOl [ EelEn chats, streaming, online

gaming
Spirituality and Places of worship closed Online participation, prayers  Audio and video streaming,
S EOUE [EEEHEEs from home, worship through  virtual reality
livestream

Conferences In-person conferences banned; Online presentation and Video streaming, virtual
virtual conferences discussion conference software



Al Plays Key Roles in Several Applications

APredicts places of outbreaks

ATraces patients and warn about the disease spread
AOutlines treatment priorities and other interventions
AFlags highrisk covid19 patients

AHelps to maintain social order, soe#istancing
ADetects whether a person wears a mask

AControls social media rumours and fake news
ADiagnoses the causation and possible prescription
ACreates dashboards and their analysis

Alssues travel alerts and other precautions




Digital Health Apps to Use During the COMID

AUse of Al
AQuick diagnosis from Xay
A Choosing patients that need specific facilities
AVirtuality application to depression of medical professional (Italy)
ANew drug development

A https://medicalfuturist.com/digitathealth-appsto-use-durincthe-covid-19-quarantine/



https://hbr.org/2020/04/how-hospitals-are-using-ai-to-battle-covid-19
https://medicalfuturist.com/digital-health-apps-to-use-during-the-covid-19-quarantine/

Use of Algorithms to Tackle the Coronavirus Test Shortage

AEngineers and computer scientists consider whether algorithms could
supercharge COVAD® testingc pooled testing.

For detalls se¢EEE Spectruarticle.



https://spectrum.ieee.org/view-from-the-valley/the-institute/ieee-member-news/everybody-in-the-pool-algorithm-researchers-tackle-the-coronavirus-test-shortage

Covid-19 Will Accelerate the Al Health Care
Revolution

AAI in disease diagnosis, drug discovery, robot delivery is only
the beginning. Further intense research and applications will

follow.
A Availability of large machine accessible data set
A Collaboration among computing and health professional
A Information sharing

A20% of all patient interactions will involve some form of Al
enablement within clinical or nonclinical processes, up from less
than 4% today, according to Gartner findings.

Ahttps://www.wired.com/story/covid-19-will-accelerateai-health-care
revolution/



https://www.wired.com/story/covid-19-will-accelerate-ai-health-care-revolution/

Telehealth

ATelemedicine (digital linking of physicians
and patients) in spotlight

APatients today are enjoying the freedom of
seeing their doctors over their smart phone,
tablet or home computer.

ADoctors are able to diagnose and treat new
spinal conditions and to keep tabs on
existing longterm conditions

How Telehealth Is Improving Healthcare Efficiency and Breaking
the Existing Barriers

Telemedicine soars amid COMI® Will virtual healthcare be the
new normal?



https://www.mirrorreview.com/how-telehealth-is-improving-healthcare-efficiency/
https://www.techrepublic.com/article/telemedicine-soars-amid-covid-19-will-virtual-healthcare-be-the-new-normal/

Digital Contact Tracing Slowed Covi® in East Asia

A East Asian countries had good success flattening the
Covid19 curve.

AThe key is aggressia@plication of mobile contact
tracing technologies
A either voluntary or mandatory

A acollectivist spirit that encourages a civiinded embrace
of them A 5 o

Al Y2NB gAffAy3a O2YLI Al YyOS gA
control efforts

A These technologies work, but require privacy violations
that western democracies may be unwilling to accepit.

A Technologies that preserve privacy while permitting
effective tracing is part of the solution.

A How Digital Contact Tracing Slowed CeMddn East
Asia,HBR, 2020



https://hbr.org/2020/04/how-digital-contact-tracing-slowed-covid-19-in-east-asia

Voice Assistants Can Help You
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contracted the COVHD9 coronavirusl, 2]
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will begin triaging them.
A Once one of the above questions is asked, Alexa will ask the user about their symptoms, travel
history, and any possible exposure they may have had to somgone infected with the disease.

SSLJSYRA;/EI dzLJ2y G KS dzaSNXQa NBalLkkyasSs ! fSEIF gA
the Center for Disease Control and Prevention about what they should do next.

Apple offersan update to Siri K- & | £ £ 26 & dza S Nﬁ a2z |
uKS O2ZNRYI OANHzZAKE {ANA gAftf OGKSYy |
suggest whether they should seek further medical help.

A Microsoft and CDC offer a bot calléthra The bot will ask you a series of
questions, which aims to determine if the symptoms you are experiencing
mean you should seek immediate medical hétgf

| =]


https://blog.aboutamazon.com/devices/alexa-and-amazon-devices-covid-19-resources
https://www.fastcompany.com/90482965/amazons-alexa-can-now-tell-you-your-covid-19-risk-level
https://www.cnbc.com/2020/03/21/apple-updated-siri-to-help-people-who-ask-if-they-have-coronavirus.html
https://www.cdc.gov/coronavirus/2019-ncov/symptoms-testing/testing.html
https://www.fastcompany.com/90480697/this-coronavirus-self-checker-bot-from-the-cdc-tells-you-if-you-should-seek-help-for-your-covid-19-symptoms

Robots are unsung heroes during this crisis

ARobots are unsung heroes

AThey have been used for everything from
disinfecting hospitals to walking the stage for
graduation.

ASwiss starup developindJV disinfection
robot for officesand commercial spaces.

A The autonomous robot can map its 3D

: M) ey environment with lidar and then targets its L/
N mmmE  ARmmas . disinfection system only on surfaces that humans
Wy —— are likely to touch- desktops, counters, handles

and handrails, and equipment in common spaces.

ABoston Dynamics Robots help frontline health
workers. See also thasticle



https://spectrum.ieee.org/automaton/robotics/industrial-robots/rovenso-uv-disinfection-robot
https://www.techrepublic.com/article/open-source-boston-dynamics-just-opened-up-this-robot-tech-to-help-tackle-covid-19/

How Robots are Helping in Different Ways

Reported Use of Robots (Ground, Aerial) Worldwide for COVID-19 as of 20 April 2020
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16 countries
Public Safety,
Public Works, Non-

Clinical Public
Health

Qnmhﬂno‘
enforcement

Disinfecting public
spaces

Identification of
infected

Public service
announcements

Monitoring traffic
flow

7 countries

Clinical Care

Prescription/meal
dispensing

Patient intake &
visitors

Patient and family
socializing

7 countnes

Quality of Life

Delivery
Socializing
Tele-commerce

Robot assistants

Protection critical
Infrastructure

5 countries

Laboratory and
Supply Chain
Automation

Delivery

Handling infectious
materials

Manufacture or
Decon PPE

Laboratory
automation

3 countries

Non-Hospital Care

Delivery to
quarantined

Quarantine or
nursing home

Off-Site Testing

Testing and care in
nursing homes

Image credit and further informatiori:


https://www.fastcompany.com/90494765/the-unsung-heroes-of-the-covid-19-crisis-robots?

Immersive Technologies are Empowering
the Fight Against COVID

AVR is empowering doctors and care providers

AVirtual reality enables one to engage in global
exploration, Vvirtual fam|I%/ getogethers, gaming, and
more with a VR headset.

A How Immersive Technologies are Empowering the
Fight Against COVID

A Smart Technologies Help Keep Cities Safe and
Running During COVIIY

A Can virtual reality help get you through lockdown?



https://transmitter.ieee.org/how-immersive-technologies-are-empowering-the-fight-against-covid-19/
https://transmitter.ieee.org/smart-technologies-help-keep-cities-safe-and-running-during-covid-19/
https://www.theguardian.com/games/2020/may/20/can-virtual-reality-help-get-you-through-lockdown

Gaming for Hospital Staff

A NHS staff are being gifted free access to video
games to say thank you for their work during
coronavirus.

A https://time.com/5830162/iphonemaskface-id/

A Games for Carers, NH8Il NHS workers need to
do to get access is visit the dedicatédmes for
Carers websitand enter their NHS email address
although due to the level of interest after launch,
the site went down for a short time.

A During the coronavirus pandemic, the UK games
iIndustry has helped share the government's Stay
Home, Save Lives message in popular games like
Fifa and Fortnite.

A NHS staff are being gifted free access to video
games to say thank you for their work during

coronavirus


https://giveaways.keymailer.co/nhs
https://time.com/5830162/iphone-mask-face-id/

Deliveries

ATransporting of goods must continue
under COVIEL9 social distancing
protocols in order for us to receive life
sustaining products, such as food and
medical supplies.

AAutonomous delivery vehicles, robots,
drones

A https://transmitter.ieee.org/autonomousvehicleskeep
Important-deliveriesmovingin-the-age-of-covid-19/



https://transmitter.ieee.org/autonomous-vehicles-keep-important-deliveries-moving-in-the-age-of-covid-19/

3D-Printing

Filling The Medical
Gaps With 3D Printing

Face Shields & Additive Manufacturing

A Technologists are employing innovative 3D printing
technologies that produce masks, ventilators and
shields, at a faster rate than some traditional
manufacturing procedures.

A This 3Bprinted ventilator could support up to 20
COVIE19 patients at one time

A Developediy a Sudanese engineer, the ventilator
uses recycled air.

AIn severe cases of COVIDB, the virus causes
respiratory distress, making it difficult for patients
to breathe. To alleviate this, a ventilator is used to
push oxygen into the lungs.

A 3D-printing allowed for ordemand manufacturing,
rapid changes and customizations.

https://bit.ly/3dubwc;



https://spectrum.ieee.org/news-from-around-ieee/the-institute/ieee-member-news/this-3d-printed-ventilator-could-support-up-to-20-covid19-patients-at-one-time
https://bit.ly/3du6wcj

The Digital Transformation of Supply Chain Management

AThere is a flurry of innovation

AHundreds of companies developing digital tools to address aspects of every
segment of supply chain management

Planning & Purchasing & §
Forecasting Procurement

IMPORTANCE OF
DIGITAL
TRANSFORMATION

LEVEL OF
INNOVATION
ACTIVITY
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AWhile warehousing and transport have the most actiatgnning and forecastlng
and platforms have outsized importance.



Workplace

AThe coronavirus pandemic has driven the workplace transformation

Aln just two months,COVIBL9 has made possible what Al and automation
once promised to do within years

ARobotic process automation
AVirtual assistants (chatbots)
AWork from home (WFH), remote wadrk

A+ ARS2 O2YyFSNBYOAYIZI OGANIdzZIf YSSUOAY3

https://tinyurl.com/y9ccvicv
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https://tinyurl.com/y9ccvlcv
https://www.thehindu.com/society/kattabomman-colours-an-apple/article31422605.ece

Workplace:PermanentWWork-from-Home Trend

AFacebook and other major companies are joining permanent work
from home trend.
AGCl OS6221 O2dzZ R Kl @S I- pzen%mizuompanywbﬂlngbs
NEBY2(iSteée Ay GKS -ACBid éxecttitedBrk Ziugkerbverd.[ & S |

A Several major companiagant workers to work from home.



https://www.washingtonpost.com/technology/2020/05/21/facebook-permanent-remote-work/
https://www.forbes.com/sites/rachelsandler/2020/05/23/heres-when-major-companies-say-workers-can-return-to-the-office/#7befbf114f1f
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Almpact has been largely positive.

AT, businesses, stanps and individuals rose to the occasion.
A Innovation
A Competition
A New business modetseverything as a service (Google Meeting free from now)
A E_mlergence of new business collaboration and potential new business strategy among even bitter
rivals®.
A However, there were a few negative impacts as well
A Increased and newer cyber security threats and risks,
A Performance issues due to significantly increased workldagtél congestioh
A Business continuity, agility issues

At also exposedveaknesand vulnerabilities of our current IT systems and IT planning and
Implementation.

* How a handful of Apple and Google employees came together to help health officials trace
coronavirus

I N
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https://digitally.cognizant.com/resolving-digital-congestion-amid-coronavirus-crisis-codex5568/
tps://edition.cnn.com/2020/04/08/business/coronavirus-cobol-programmers-new-jersey-trnd/index.html
https://www.cnbc.com/amp/2020/04/28/apple-iphone-contact-tracing-how-it-came-together.html?

How did the Internet and Cloud Handle the Pandemic?

ADigital platforms for remote work, online apps, virtual meeting and streaminc
services, online entertainment and gaming services, and have gained massi
adoption, popularityand traffic.

AThe COVIN9 pandemic presented a true stress test for all of our systems
A Servers, clouds, the Internet, mobile communication
A Health care
A Logistics
A Government agencies

Sourcesl], 2,3


https://it.toolbox.com/blogs/vasiliyivanov/the-internet-during-covid-19-network-load-deals-limitations-and-the-future-040220
https://www.nytimes.com/2020/03/16/technology/coronavirus-working-from-home-internet.html?
https://digitally.cognizant.com/resolving-digital-congestion-amid-coronavirus-crisis-codex5568/

The Internet

Coronavirus Live updates U.S. map World map FAQs Newsletter Your life at home Your money

Technology

Your Internet is working. Thank these Cold War-era
pioneers who designed it to handle almost anything

Coronavirus may have forced people to stay at home, but the Internet these scientists envisioned long ago is keeping the world connected

The Washington Post

Democracy Dies in Darkness



Business Continuity and Agility

ABusiness continuity
AHardware; software

AMeeting new requirements quickly
AUS Govt Departments inability to process and pay unemployment claims
ALegacy US Government computing systems

ALegacy software written in COBAL
Difficulties in finding programmers to update the systerefl, Ref 3



https://spectrum.ieee.org/tech-talk/computing/software/mainframes-programming-language-cobol-news-coronavirus?
https://edition.cnn.com/2020/04/08/business/coronavirus-cobol-programmers-new-jersey-trnd/index.html

Coronavirus and Cybersecurity

ACoronavirus disruption offered a ripe environment for those with
malicious intent.

AThere has been increased cyber actigxploiting the confusion and
fear surrounding people and employees

AGovernment agencies, businesses and security professionals needed
to keep monitoring evolving threats and taking protective action.

AMalicious actors targeted people.
AThey are masterful gilaying on human emotion.



How Hackers Took Advantage of Coronavirus

Increased cyber attacks

APhishing mails

AMalicious apps

AAttacks on information systems and websiteslowing servers

Ahttps://www.cshub.com/attacks/articles/incidenbf-the-weekhow-
hackersare-takingradvantageof-coronavirus?



https://www.cshub.com/attacks/articles/incident-of-the-week-how-hackers-are-taking-advantage-of-coronavirus?utm_campaign=CSIQ-NL-20.04.22&utm_medium=email&utm_source=internalemail&MAC=CSIQ%7C1-E1CUCTK&elqContactId=13141764&disc=&elqCampId=75116&utm_content=CSIQ-NL-20.04.22

False News

AFalse information
AHate messages

A Facebook is using Al to Fight COY®Dnisinformation

ADeep fakes
A To beat deepfakes, we need to prove what

ALY T2 RSMA OAE¢E

WhatsApp Says Viral Message
Forwarding Has Reduced 70% Since
Implementation of New Restrictions
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After implementing new restrictions on how many times messages can be re-
shared by users earlier this month, WhatsApp says that it's seen a major
reduction in the distribution of forwarded content, significantly reducing the

spread of misinformation within the app.
As explained by WhatsApp (via Business Standard):

"WhatsApp is committed to doing our part in tackling viral messages. Since
putting into place the new limit, globally, there has been a 70% reduction in
the number of highly forwarded messages sent on WhatsApp. This change is

helping keep WhatsApp a place for personal and private conversations.”


https://spectrum.ieee.org/tech-talk/computing/software/what-are-deepfakes-how-are-they-created
https://www.weforum.org/agenda/2020/03/how-to-make-better-decisions-in-the-deepfake-era/
https://www.socialmediatoday.com/news/whatsapp-says-viral-message-forwarding-has-reduced-70-since-implementation/576867/

Conspiracy Theories and Pseudoscience

ACoronavirus and 5G Technology

APseudoscience and COMIB¢ Naturemagazine Editorial
Ad/l 26 dzZNAYSZE o6t SFOK YR O20FAYy® KI JS
OdzNE a d¢€
Alf this proscience response is to endure, all scientistaot just a few of us
must stand up for quality information.



https://www.usatoday.com/story/tech/columnist/2020/04/20/dispelling-belief-5-g-networks-spreading-coronavirus/5148961002/
https://www.nature.com/articles/d41586-020-01266-z

. What COVIEL9 Teaches Computing

AResilience- the capacity to adapt to disruptive changes in the environment

Ada | NB I u)\ya NB & )\f)\S?Gij aeaiosya . YSIya (K7
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A How can we make our algorithms and systems more resilient?

Ad2S KI @S SRdzOF SR 3ISYSNJ u)\zf}/ ZT 02 Yl
analysis of algorithm only means analyzing tkrennputatlonal efficiencyp
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Include fault tolerance, secung and more, must be pushed down to the
F € 32NAUKYA BSt o¢

Alt is time to develop the discipline osilient algorithms.
A s there a tradeoff between efficiency and resilience?

Moshe Y. VardiEfficiency vs. Resilience: What COWDleaches ComputinGommunications of the
ACM,May 2020



https://cacm.acm.org/magazines/2020/5/244316-efficiency-vs-resilience/fulltext

Our weird behavior during the pandemic is screwing
with Al models

W ,/4®_ = AMachi_neIearning models trained on normal
////H\\\\ \/ i behavior are showing cracksforcing humans

to step in to set them straight.

24— .
2y Ahttps://www.technologyreview.com/2020/05/1
1/1001563/covidpandemicbrokenal-machine
learningamazonretail-fraud-humansin-the-

loop/



https://www.technologyreview.com/2020/05/11/1001563/covid-pandemic-broken-ai-machine-learning-amazon-retail-fraud-humans-in-the-loop/

AAs the deluge of work on
COVIB19 has showrfast,
free flow of iInformation is
vital for progress.

AThe virus changed the way
scientists do their work and
talk to each other, we hope
for good.



