
Ian Ferguson (ianf@mst.edu) College of Engineering and Computing: ABET Visit, Oct. 2014 Slide [1]

© Bruce McMillin May 2020

Cyber-Physical Security 

Through Information Flow

Bruce McMillin 

Professor and Interim Chair, Department of Computer Science

2018-2020 Distinguished Visitor

Missouri University of Science and Technology

325 Computer Science, 500 W. 15th St., Rolla, MO 65409

o/ (573) 341-6435 e/ ff@mst.edu



Ian Ferguson (ianf@mst.edu) College of Engineering and Computing: ABET Visit, Oct. 2014 Slide [2]

© Bruce McMillin May 2020

Cyber-Physical Security 

Through Information Flow

Bruce McMillin 

Professor and Interim Chair, Department of Computer Science

2018-2020 Distinguished Visitor

Missouri University of Science and Technology

325 Computer Science, 500 W. 15th St., Rolla, MO 65409

o/ (573) 341-6435 e/ ff@mst.edu



Ian Ferguson (ianf@mst.edu) College of Engineering and Computing: ABET Visit, Oct. 2014 Slide [3]

© Bruce McMillin May 2020

Where is Missouri S&T

9 9 Departments, 7500 Students in Engineering
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ǒ Cyber-Physical Systems
(CPS)are physicalsystems
that are controlled and
monitored through
computer-basedsystems.

ǒ Criticalinfrastructuresof a
nationareCPS
ƺ Watertreatment plant
ƺ Smartgrid
ƺ Manufacturingplant
ƺ AutonomousVehicle
ƺ AirspaceManagement

CPS

4
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A modern Cyber-Physical System

ÅCommunity

ÅLocal Management

ÅLocally Sourced



Ian Ferguson (ianf@mst.edu) College of Engineering and Computing: ABET Visit, Oct. 2014 Slide [6]

© Bruce McMillin May 2020

Modern Security Domains

ÅCommunity

ÅLocal Management

ÅSecure

ÅLocally Sourced

ÅPrivacy Preserving
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Non-Intrusive Load Monitoring
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Management and Governance

ÅUtility?

ïNISTIR 7628

ÅCloud?

ïNERC CIP

ïTiming

ÅFog?

ïIoT

ïLocally Managed

ïLocally Protected
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Cloud

Fog

https://electronicsofthings.com/expert-opinion/fog-computing-relevance-iot/
https:// www.etsy.com/listing/559016362/there-is-no-cloud-its-just-someone-else

https://www.wired.com/story/its-time-to-think-beyond-cloud-computing/

Mist

Dew

https://www.pubnub.com/blog/moving-the-cloud-to-the-edge-computing/

http://thewallpaper.co/dew-drops-high-definition-wallpaper-download-dew-drops-images-free-wallpaper-of-windows-desktop-images-high-
resolution-1920x1080/
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Transactive Energy Management

More Critical 
need

Lesser 
need

Who needs 
Power?

Transfer Power


