
Perspectives on blockchain 
and

5 things 
you shouldn't use blockchain for

Martin Gilje Jaatun
Adjunct Professor, UiS

Senior Scientist SINTEF

Co-chair, IEEE CS Special Technical Community on Blockchain



First a comment on ICOs
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ICO = Initial Coin Offering

The "i" is optional

Credit: Prof. Roman Vitenberg, UiO



What is crypto? 
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Don't be 

Humpty Dumpty!

https://commons.wikimedia.org/w/index.php?curid=52860764
https://web.archive.org/web/20161015004129/http:/www.panoramio.com/user/731446?with_photo_id=31467405
https://creativecommons.org/licenses/by-sa/3.0?ref=ccsearch&atype=rich


A blockchain is a chain of blocks
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Gartner hype cycle July 2016
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Gartner hype cycle July 2017

6Photo by Gage Skidmore CC BY-SA 2-0

Where's Bitcoin?

https://www.flickr.com/photos/gageskidmore/18214993512/
https://creativecommons.org/licenses/by-sa/2.0/


Gartner hype cycle July 2018

7https://www.gartner.com/smarterwithgartner/5-trends-emerge-in-gartner-hype-cycle-for-emerging-technologies-2018/

Still here!

https://www.gartner.com/smarterwithgartner/5-trends-emerge-in-gartner-hype-cycle-for-emerging-technologies-2018/


Still confused? Not after THIS episode

8https://emtemp.gcom.cloud/ngw/globalassets/en/newsroom/images/graphs/Blockchain-HC-2019.png

https://emtemp.gcom.cloud/ngw/globalassets/en/newsroom/images/graphs/Blockchain-HC-2019.png


What will quantum computing do?

• All digital signatures commonly in use today will 
be broken

• All hash algorithms will need to double their hash 
sizes (re: birthday paradox)
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https://arxiv.org/abs/1804.00200

https://arxiv.org/abs/1804.00200


Consensus on consensus algorithms?

• Proof of work

– How much power do they use in Ireland, anyway?

• Proof of stake

– The rich get richer? 

• Round robin

– Can the crooks make instances faster than you?

• Proof of elapsed time

• Byzantine Fault Tolerance

• There's a reason why distributed consensus has 
been a hard problem for half a century!
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Speaking of Bitcoin

11https://coinscage.com/best-bitcoin-mining-pools/

https://coinscage.com/best-bitcoin-mining-pools/


Bitcoin price fluctuations last 6 months

12https://www.coindesk.com/price/bitcoin
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Blockchain Strengths & Opportunities

Strengths

• Trust among 
untrusted Parties

• Distributed resilience 
and control

• Fully Decentralized 
network

• Primarily Open source

• Security and modern 
cryptography

• Controlled & Open 
Participation

• Dynamic and Fluid 
Operation

Potential

• Reduced transaction costs

• Process acceleration & 
efficiency

• Reduced systemic risk

• Scalability & Timed 
Transactions

• Smart Contracts

• Bi-directional 
communication fabric

• New business-model 
enablement

13
Source: Gartner (March 2017)



Not worried about censorship? 

• Once information is on the blockchain, no 
government can remove it
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Do you need a blockchain?  

• Wüst and Gervais helpfully provided a flow chart 15
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State
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Do you need

to store 

state?

Yes

No

https://eprint.iacr.org/2017/375

https://eprint.iacr.org/2017/375


Multiple writers
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multiple 

writers?

Yes

No



TTP
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Can you use
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online TTP?
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Known and trusted
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Or, according to IEEE Spectrum
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https://spectrum.ieee.org/computing/networks/do-you-need-a-blockchain


Or NIST…
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https://nvlpubs.nist.gov/nistpubs/ir/2018/NIST.IR.8202.pdf


Remember: 
Blockchain is not your only tool!

• Now, on to the five things… 
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1. Online voting

• Still need to trust the central authority!

• Creating ballots, authenticating voters…

• Other security concerns also remain
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2. Supply chain management

• If all parties can be trusted to contribute to the 
final product, why not to write supply chain data?

• Interface between physical and digital world

• Detecting counterfeit drugs – why not use a 
digital signature? 

24Photo by Tom Fisk from Pexels

https://www.pexels.com/@tomfisk?utm_content=attributionCopyText&utm_medium=referral&utm_source=pexels
https://www.pexels.com/photo/birds-eye-view-photo-of-freight-containers-2226458/?utm_content=attributionCopyText&utm_medium=referral&utm_source=pexels


3. Internet of things with no internet

• Interface between physical and digital world 
(again)

• If you compromise the "thing", all bets are off. 
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4. Distributed network for calculations

• An enormous redundancy of computing power 

• No real parallelism

• No coordinated operations

• No efficiency

26
Photo by panumas nikhomkhai from Pexels

https://www.pexels.com/@cookiecutter?utm_content=attributionCopyText&utm_medium=referral&utm_source=pexels
https://www.pexels.com/photo/bandwidth-close-up-computer-connection-1148820/?utm_content=attributionCopyText&utm_medium=referral&utm_source=pexels


5. Storage of confidential data (1)
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• GDPR!

• Right to be forgotten

• Once said, it cannot be unsaid



But can't we just encrypt everything? 

28Illustration by Simon James https://www.flickr.com/photos/bearpark/2817161488/ CC BY 2.0 

https://www.flickr.com/photos/bearpark/2817161488/


5. Storage of confidential data (2)

• An encrypted string can 
decrypt to anything, 
depending on the key:
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The answer to life, the universe and everything is 42

or

Donald is a really nice guy who just wants 2 have fun

• It doesn't help if the blockchain is tamper 
resistant, if I can just change the key! 



A final question…
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?



Thank you for your attention!

• http://www.sislab.no/rbchain/

• https://stc.computer.org/blockchain/

• https://infosec.sintef.no/
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http://www.sislab.no/rbchain/
https://stc.computer.org/blockchain/
https://infosec.sintef.no/



