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* |oT, technology and computer science applied to
health and quality of life.

 Analysis of information systems in health services
and critical infrastructures.

» Security and privacy of health related
technologies.

http://wwv. smarttechresearch. com
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Content

* The Internet of Things

e Some real threats

* How to address cybersecurity
* [oT under attack
* People and society

* Guidelines
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The Internet of Things
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The Internet of Things

The term “Internet of Things” was coined in
1999 by Kevin Ashton (RFID pioneer).

- SMART research group
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The Internet of Things

The many flavours of loT

datAa/ The “physical” things
dat
Internet of Data 4 el AL / cata
Internet of Content Maritime Internet of Things

Area-related loT

Internet of Peopl
nternet ot Feopie Internet of Medical Things

Internet of Locations

Internet of Events
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The Internet of Things

* Devices and technology  Service loT
prOViderS services
Cloud > @ '

Smart / servers @

Cognitive i i i // y

scenarios / _ -
luetooth -
Bluetoot e - - Social

data distribution Network

data replication
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Information

end-node Society

devices
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The Internet of Things

e The loT architecture

ﬂ

The things

L ele

smart technologies
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5-layer 3-layer
approach approach
Application Service
Middleware
Internet Transporta-
tion

Access Gateway

Field data acquisition

layer | Perception
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The Internet of Things

* “The things”

* Level 1. Very simple things: analogical/digital
sensors/actuators that must be connected to a
controller (Arduino, Raspberry) so as to send/receive
data over the Internet.
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The Internet of Things

* “The things”

* Level 2. Small things: multipurpose devices typically
connected using Bluetooth and the like. Must be
connected to a controller.

Ruuvi Tag micro:bit
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The Internet of Things

* “The things”

* Level 3. Full stack things: wifi/IP/HTTP access, web
services implementation, etc. Can interact with remote
servers and cloud services.

* Open platforms / vs private products.

* Open APIs (e.g. to communicate with digital assistants).
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The Internet of Things
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The Internet of Things

h grou

i Virgili - SMART researc

The upper the level... the more
security problems and attacks exist!
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The Internet of Things
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The Internet of Things

- SMART research group

(loMT, critical

CRI M ES (cyberbullying, sexual infrastructures...)

harassment, blackmail, massive data robbery...)
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The Internet of Things

"Without security, the Internet of Things will cease to
exist.” GSMA (Association for Global System for Mobile Communications)
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Content

* The Internet of Things

* Some real threats

* How to address cybersecurity
* [oT under attack

* People and society

* Guidelines
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Some real threats
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Some real threats

Your kitchen robot may spy on you

The kitchen robot with a hidden microphone
and a vulnerable Android version

alberto © 1 & Jun 17

The francophone media are all the rage with the story of Monsieur Cuisine
Connect, a kitchen robot sold by low-cost supermarket chain Lidl. MCC contains a
tablet-like device as a touch-screen control interface; it runs Android, and it turned
out to be quite simple to hack 1. As hackers took the kitchen robot apart in
search of new cools hacks, they discovered a microphone, of which no mention
was made in the marketing literature, nor in the product documentation.

The microphone was not simply forgotten in the tablet around which the MCC is
built = . It is mounted outside of the table, secured to the chassis for a clearer,
unmuffled sound. The chassis itself has a small hole in correspondence of the

microphone, for even better results, In engineering terms, this Is a smoking gun: .
the manufacturer wanted Monsieur Cuisine Connect to be able to listen in,
Even worse, MCC runs Android 6, which has important unfixed vulnerabilities. At

the time of hitting the market (2019), those vulnerabilities were already well known
(the final Android 6 security patch was released in 2017).
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Some real threats

Lovely toys easily hacked because of a flaw in their information systems

A CloudPet is simple to use. The parent or child speaks into a
microphone inside the toy, which uses a Bluetooth interface to
upload the recording to cloud storage via an Android or iOS
smartphone app tied to an account. Recipients download and
listen to the message on a second CloudPets toy.
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Some real threats

The Romantik Seehotel Jagerwirt (Austria)

smart technologies
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Hackers controlled both key card
system and room locks...

They demanded a €1500
ransom, in Bitcoin.

With a full house of 180 guests,
management felt as though they
didn't have time to find an
alternative solution. They paid
the ransom.
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Some real threats

Bees, our beloved pollinators about being extinct...
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Some real threats

These are loT bees: small robots able
to act as pollinators. However, they
are used by the government to spy
people, and they can even be hacked
so a swarm of b-drones are able to
sting this man to death.
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Some real threats

\Varsaw University
of Technology
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Content

* The Internet of Things

* Some real threats

* How to address cybersecurity
* [oT under attack

* People and society

* Guidelines
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How to address cybersecurity

 [IEEExplore
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How to address cybersecurity

Rodrigo Roman et al. / Computer Networks 57 (2013) 2266-2279

-

T~

How to protect the
communications?

~

[

\_

What about the privacy of the
users, and the security of the
data generated by the things?

-

o

How to manage
authentication and access
control in a world of billions
of things?

7

J
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How to address cybersecurity

information
security

device &
computer
security

Security &
Privacy in loT

network
security
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information
security

Devices, computers and networks
must behave properly, i.e. to do
what they are programmed to.

* Asmart TV is not intended to spy

on people.

* A B-drone is not supposed to
sting people.

* No men-in-the-middle in data
networks.

A router must not eavesdrop
data.

ek
smart technologies

ogenumhmup

device &
computer
security

network
security
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How to address cybersecurity

information
security

Data transfer technologies (e.g. network

links, data packets) must provide
confidentiality.

These technologies must prevent data
from being altered by attackers. Data
origin must be authenticated.

Securi
Privacy

Information systems must prevent data
from being dishonestly leaked.

network
security
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How to address cybersecurity

info(rmation

s(@ )

Universal Declaration
of Human Rights

Everyone has the right to the
Se protection of the law against
Pri attacks to their privacy.
iv

f% ~ 1

e L—_"

But privacy concerns

increase with the use
of loT.

S

se
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How to address cybersecurity

Cybersecurity attacks in the loT jeopardize the physical
security of users:

user

Security in connected vehicles: hacked driving
assistants.

Security in medical devices in the loMT.
Security in smart lifts.

Security in smart HVAC systems.
Security in smart kitchens.
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Content

* The Internet of Things

e Some real threats

* How to address cybersecurity
* loT under attack
* People and society

* Guidelines
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The IoT under attack

1990 2000

Internet attacks
phishing, worms, DoS...

Viruses

O Srpctates HACKED

|
't T3 »\-cv:fq[,!' e

107 personal computers

10° Internet c ters  3.109Smartphones  2-10"°loT devices
10° Computers 3-10°Smartphones
10° Computers
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The IoT under attack

* loT under attack

Attack the service '°.T
ervices
Cloud
. servers __ @
— B/
/

o Attack the network ‘

Cognitive —
scenarios
Bluetooth | -
Internet _ == " Social

data distribution
data replication

Network

Attack the users i
(impersonation,
ransomware)
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The IoT under attack

* Physical damage

* Physically attacking devices
and communication
networks...

e Such events must be
monitored and reported

 From video surveillance to
heartbeat communication

between devices.

Antoni Martinez Ballesté - Universitat Rovira i Virgili - SMART research group

smart technologies
00 rs:ar?hogxggpl " Cybersecurity in loT devices



Antoni Martinez Ballesté - Universitat Rovira i Virgili - SMART research group

The IoT under attack

* Denial of Service (DoS) at different levels

e Jamming channels
« Random frequency hopping

 Controlling the infrastructure (entirely / a part of)

* Insecure devices (think about low-cost routers that connect
millions of homes to the Internet and provide UPnP easy
connectivity from the outside world...)

* Service provider DoS

 Typically deployed on renowned cloud platforms that count
with DoS countermeasures ($$9%).

smart technologies I .
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The IoT under attack

* Node capturing /eavesdropping

* Extract the information by hacking the thing / from
communication channels.

« Hacking from the Internet, hacking the gateway,
hacking as a faux device in the perception layer.

T el e s e e LR

* Ransomware

ol v M 0o B Ty asr v g < Decrge
P ok e Sl Yo wetm g
-

 Attackers threaten the
unless a ransom is paid.
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The IoT under attack

The JOY Of Ti?(h by Nilroaoe & Snagny

The Internet of ransomware things...

YOUR DIRTY
DISHES CAN
WAIT, I'M
BUSY MINING
BITCOINS,

NOUGH
TO BUY AN INTERNET-
CONNECTED BROOMW

30 BUCKS IN
BITCOIN, OR NEXT

m . o
rin loT devices



The IoT under attack

S SYMANTEC || ower 8| W 5 W 11065 | Wt V1
: k.
: Can we apply

. classical security

technology to

¢ secure loT devices?

:fg smart technologies
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The IoT under attack

* Challenge #1

e Constrained resources

* For the sake of power consumption, many loT devices
have constrained processing capabilities and so that
lightweight cryptographic protocols are to be used.

Antoni Martinez Ballesté - Universitat Rovira i Virgili - SMART research group

. “Tr ntre” n .
ZigBee ust centre” node (@
key distribution /"~ @
128-bit AES g
Installati ®-.
Network key nstaliation AN -
Link key key @, | O @
Periodically changed ‘Q '
@
smart technologies ‘
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The IoT under attack

 Challenge #2

* Heterogeneity

* loT involves interaction with heterogeneous devices
and systems. Interoperability standards.
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The IoT under attack

 Challenge #3
* Identity and Access Management (IAM)

- SMART research group

* Classical computer security relies on public-key

cryptography... loT poses a real scalability
problem.

* Identity management. Billions of things!

* Universal authentication of users and things.
Ensuring the origin of the data.

Antoni Martinez Ballesté - Universitat Rovira i Virgili
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The IoT under attack

 Challenge #4

e Fault tolerance

* Intrusion detection and prevention mechanisms: in a
Bluetooth piconet? In a smart city?

* Recovery services: Locate attacked devices/services.
Restoration or redirection to other working
devices/services.
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Content

* The Internet of Things

e Some real threats

* How to address cybersecurity
* l[oT under attack
* People and society

* Guidelines
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People and Society
loT

The loT creates a
new social,
economic, political,
and ethical
landscape that
needs new enhanced
legal and ethical
measures for privacy
protection and trust
improvement...

& ,;*flw & Privacy
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People and Society

» Addressing user privacy

 “Privacy by design” principles: privacy must be taken into
account throughout the whole engineering process.

L 11945 LEN ] Official Jourmal of the Luropean Umon 15.2000

Amde 29

G e n e ra I D ata L Takitgg woo ascout the st of the et the cont oo bngdemeniaan and the satare, scope, coment and purposes ol

procesing o wel o the roks of varping Moctbioed and scvenity foe sights and Feedoan of satusal persas posed by dae

. procesdng, the conmibe shall body ac the tme of the daermimunon of the seans Sor processing and a1 e tme of dye
Protectlon procesing s, wrpdoment appopriane techakal sad orpnisaional measees sd as preodonmisation, wiikh an
designed 10 eplenent Aus-profersion principies, axh as s reiskrsanion, in an ciatve rareier nd W el i

seceony ahpards mo the procesdag o onder 10 meet the regaremenes of dhis Regubston sl prosct she righu of

Regulation T

L The cormolkr shall umplemners approprate 1echmucd and ergasanonal measums for easmng Dat, by delauk,
erdy persoosd dats which are secenary foe each spaafe prarpose of Dhe procemvay are precesad. That dbdgation appdics
so the ancust of penonal deta celloand, the cxnt of thar procoutny, the persod of thear viorage snd Gex sccen brlivy.
I partcalae ool mcsouron shall cosare that by deloch pesonal dets e net made scoutble wifios die indyvibely
spervention to an defiree nunber of rutural pervern

Lo An approved centicaos mechanian pamsace 10 Ankle 47 mawy e uad @ e dament e Jdamensrae
comphance with the reqeientsents set ool ks paragrapho | end 2 of i Ak

* Privacy Enhancing Technologies.
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People and Society

* Addressing trust in loT @ TA

Online Trust Alliance
an Internet Society initiative

loT services are trustworthy if... The OTA loT Trust Framework

Authentication of devices and users.
Encryption of data.

Security in all areas (devices, apps, backend services) with regular
testing and updates.

Inform users about updates, and deliver them with minimal impact.

Disclose privacy-related policies about data collection and sharing,
presented in down-to-earth language to users.

Users have choices and control regarding their data collected.

Communications between provider and users must use best
practices to limit social engineering attacks.

smart technologies I .
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People and Society

* Raising awareness Ikaspersky

. Opening emails from unknown people
. Having weak login credentials

. Leaving passwords on sticky notes

. Having access to everything

. Lacking employee training

. Not updating antivirus software

. Using unsecured mobile devices

...Additional research
shows 84% of cyberattack
victims attribute the

attack, at least in part, to
human error, ...

NO~OT BN -

Organisations are doing a great effort but...

...awareness must be spread in education, mass media,
by governments...

Antoni Martinez Ballesté - Universitat Rovira i Virgili - SMART research group
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Content

* The Internet of Things

e Some real threats

* How to address cybersecurity
* [oT under attack
* People and society

* Guidelines
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Gruidelines

S+ Applus+

% * Innovative approaches to testing, inspection and certification.

gi * Cybersecurity for loT certification:

: « Data protection: evaluation of communication security and
% storage mechanisms.

5 * Interface security: proper identification of interfaces and

% certification of authentication mechanisms (user interfaces,
':’,% APls, network ports, physical interfaces).

3 « Secure updates: integrity of new binaries, avoid faux updates.
aé « Safe boot: certification of a secure and reliable device boot
E system.

:% smart technologies

© ® O research group Cybersecurity in loT devices



Gruidelines

- OWASP

« Open Web Application Security Project, collect/disseminate tools
for cybersecurity. 10 checkpoints for loT security:

1. Weak, guessable, hardcoded passwords
2. Insecure network services

3. Insecure ecosystem interfaces

4. Lack of secure update mechanisms

5. Use of insecure or outdated components
6. Insufficient privacy protection

7. Insecure data transfer and storage

8. Lack of device management

9. Insecure default settings

10. Lack of physical hardening

Antoni Martinez Ballesté - Universitat Rovira i Virgili - SMART research group
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Gruidelines

* ENISA (European Union Agency for Cybersecurity)

ENISA Good practices for IoT and Smart Infrastructures Tool

This 105! intenas 1o provide an pggregated view of t2e ENISA Goed Practices for JoT and Smart Intastructury that Fave Beon pubished the st yory

For further Belp 00 how 89 wne the 1o pleaie consalt ths

& Baseline socurity JoT w SmartCars @ Smart Hospitals o~ Smart Alrports « Smart Cities = Industry 4.0
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== Filters

Agree on contractual clauses with manufacturers,

GP @ - Agree on corkrectusl Clauses wiRt menulactusers. The procuremest pracoss for healthoars
Instiuions often starts with physcians auking for very saecfc devices 1o be brought n. A Ught costacl
wi Do cvernded Dy & pRysoEn who feets Ifciavng therdp s are Deng cnfuly Oesied Am Caefuly
designed cortracts play an mporiant roke 1o document mulual eapactations both tetween hospitals and
el omplayent 35 wel at betwiin hesplas aod thar soppliers Quite dirifar 10 haw sanvice contracts
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responsioiitkes of erplayees | 1aoms of security and safety. Jeodenrity and werranty utections wiek Sacurity massures catagory @ ¢
SUZP TS SR0UE D rarsgarent.

| Crgansavony |

Sacurity measure @ -

& Faluns ) Natuciare

o Syitens ey

Thepat group © '
Create security polictes and procedures
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Gruidelines

* ISO/IEC 27000

« Family of standards about information security

27000. Description of concepts used in the standards.

27001. Information technology - Security Techniques -
Information security management systems — Requirements

27002. Code of practice for information security controls.

27004. Information security management — Monitoring,
measurement, analysis and evaluation.

27033. Network security
27034. Application security

27035. Information security incident management

smart technologies I .
© ® O research group Cybersecurity in loT devices



Antoni Martinez Ballesté - Universitat Rovira i Virgili - SMART research group

Gruidelines

* ISO/IEC 27000

« Family of standards about information security

27000. Description of concepts used in the standards.

27001. Information technology - Security Techniques -
Information security management systems — Requirements

27002. Code of practice for information security controls.

. 27004. Ir 27030. Guidelines for security and privacy
measurer in loT (under development)

. 27033. N The standard will provide guidance on the

AT A principles, risk and controls for loT security
«033. A and privacy.

* 27035. 1Ir To be published in 2022, project proposed

. in 2018.
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Conclusions

* We have reviewed security concerns related to loT
devices: device security, information security, user privacy
and user (physical) security. But some other relevant
concerns must be considered: regulation, trust, awareness,

» Technology can be protected, companies count with
guidelines and certifications, governments are enacting
regulations... the loT can be a safe place!

Antoni Martinez Ballesté - Universitat Rovira i Virgili - SMART research group
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... well, the loT can be
at least as safe
as our real world can bel!
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