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Real-time security in power systems
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Machine learning for real-time DSA\

How to train and use f?

P,

L. Duchesne, E. Karangelos, and L. Wehenkel, “Recent developments in machine learning for energy systems reliability management, “Proceedings of the IEEE, 2020.




ML-based prediction and control
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Supervised learning approach

Supervised learning

. oy . _ L G V
Operating condition Xy = [xg, X, X The ML approach learns approximation

functions
, _ |0 secure (negative) 7 . (x. B -
pssessment fo: (%,B) Wy, = {1 insecure (positive) fo:(uB) = 3,
f:(xt B V. = (%%, ¥7
Control fC: (xL, B) - Ve = (ngT' ngT) fc (x ’ ) - Y (xOPT: xOPT)
such that

“ya - ya ”pr “yc - yc “p are minimised

Highly nonlinear -> difficult to find, Requires a large training database to create
evaluate in real-time many (x, B)

Federica Bellizio, Wangkun Xu, Dawei Qiu, Yujian Ye, Dimitrios Papadaskalopoulos, Jochen L. Cremer, Fei Teng, and Goran Strbac. "Transition to Digitalized Paradigms for Security Control
and Decentralized Electricity Market." Proceedings of the IEEE, 2022, 7
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Cyber: False Data Injection (FDI) attacks on D\ @P - “

e Consider the power flow equations as z = h(x) + e. The state estimation:

X = argmin HR_%(Z —h(x)) Hz

 An FDI attack can be formulated by directly injecting on the estimated state:
a=h(x+c)— h(x)

* This attack cannot be detected due to the unchanged residual
Yo = R (20 — bz

= |[R ?(z+h(x + ¢) — h(
=7
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) ~h(x +¢))|

Federica Bellizio, Wangkun Xu, Dawei Qiu, Yujian Ye, Dimitrios Papadaskalopoulos, Jochen L. Cremer, Fei Teng, and Goran Strbac. "Transition to Digitalized Paradigms for Security Control
and Decentralized Electricity Market." Proceedings of the IEEE, 2022, 9
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Defense on the attack \ fems.

 Moving target defence (MTD): the system operator can proactively
change the grid’s parameter (e.g., reactance) so that the attacker
cannot launch a perfect attack.

* Data-driven approach builds a detection model based on normal
measurement. An attack alarm is raised if the residual is higher than
the predefined threshold.

A combined data-triggered MTD is proposed
= High TPR and low FPR can be achieved

Federica Bellizio, Wangkun Xu, Dawei Qiu, Yujian Ye, Dimitrios Papadaskalopoulos, Jochen L. Cremer, Fei Teng, and Goran Strbac. "Transition to Digitalized Paradigms for Security Control
and Decentralized Electricity Market." Proceedings of the IEEE, 2022, 10
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Case studies
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Dynamic security with corrective LE\

IEEE 9 bus system, security of four control approaches, 25% wind power, Integral Square
Generator Angle index (ISGA), ISGA < 0.5

Supervised learning
[ securtty ] MApproach  insecureOCs

IEEE

assessment f.i(x,B) mmmp 7, No control 928/1000

g fc : (x4, B) ‘ ye = (xOPT' XopT) Centralised control with LEMs 95/1000
control fo: (%41, B) ‘ Y. = XSpr, Xppr) Attacked centralised corrective 204/1000
fc : (X472, B) - V. = (xOPT, XopT) Attacked decentralised corrective 148/1000

Federica Bellizio, Wangkun Xu, Dawei Qiu, Yujian Ye, Dimitrios Papadaskalopoulos, Jochen L. Cremer, Fei Teng, and Goran Strbac. "Transition to Digitalized Paradigms for Security Control
and Decentralized Electricity Market." Proceedings of the IEEE, 2022, 12
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Reducing cyber-security risks \

* Issue: Attacker launches FDI attacks on the voltage magnitude to
mislead the security assessment.

 Approach: A combined data-triggered MTD

TPR 98.9% 97.5%
FPR 0.71% 0.12%

High TPR and low FPR

Federica Bellizio, Wangkun Xu, Dawei Qiu, Yujian Ye, Dimitrios Papadaskalopoulos, Jochen L. Cremer, Fei Teng, and Goran Strbac. "Transition to Digitalized Paradigms for Security Control
and Decentralized Electricity Market." Proceedings of the IEEE, 2022, 13



: (e#es | PIEEE
Conclusions

 Neural networks can predict dynamic security using estimated operating
conditions but require lots of training data (limitation)

* Corrective control improves dynamic system security

 Cyber-attacks can make the system 2-times more dynamically insecure
* Centralised attacks are worse than decentralised attacks
» Attacks on local measurements can influence prosumers
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Dynamic security in low-inertia syst\
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IEEE 14 bus system, transient stability, 40% renewable generation, data: 10.000 OCs, train/test = 70%/30%

[ feature ] -----

selection F1-score 65% 46% 43% 43%
Hl system
I(X;Y) 0.5 0.5 0.6 0.5
F1-score @ 97% 93% 96%
g LI system -
I(X;Y) 1.7 2.4 4.7 1.6
training
[ classifier ] ‘Modeltypes DT SVM  XGBoost  ANN
HI system 59% 55% 63% 63%

LI system 99% 97% 99%

security -----
assessment

HI system 75% 59%

Lisystem 0.2 10.4 98%

F. Bellizio, A. A. B. Bugaje, J. L. Cremer, G. Strbac, “Verifying Machine Learning conclusions for securing Low Inertia systems,” Sustainable Energy, Grids and Networks, 2022 17
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Cyber security

 Advances in computation and communication have transformed the power
system into a compound cyber-physical system (CPS).
* This new trend raises concerns about CPS vulnerability.
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WHERE: Soviet Union (Russia) h WHERE: Ohio, USA WHERE: Turkey WHERE: Kiev, Ukraine
ATTACK: CIA manipulated Gas ATTACK: Slammer Worm ATTACK: attackers ATTACK: attack on the
pipeline control software penetrated the control system manipulated control system breakers sittings in 3
TYPE: Code Manipulation of the nuclear plant parameters of oil pipeline distribution companies’
IMPACT: 3 kilotons TNT TYPE: Malware Injection TYPE: False Data Injection TYPE: False Data Injection
equivalent explosion that IMPACT: Parameter Display IMPACT: oil explosion and 30k IMPACT: blackout affecting

could be seen from the space

System was off for 5 hours barrels are spelled in water 225k customers for few hours

WHERE: Bellingham, USA | WHERE: Idaho National i WHERE: Saudi Arabia & Qatar |
ATTACK: slowdown of SCADA | Laboratory, USA § ATHACK: bilicrestiand |
system of gasoline pipeline I ATTACK: Aurora Attack Aramco and RasGas g
TYPE: Code Manipulation manipulated a circuit breaker TYPE: Malware Injection 4
IMPACT: a huge fireball that ofa diesel generator ! IMPACT: generation and i
killed 3 people and injured TYPE: False Data Injection i delivery of energy has been i
many others IMPACT: exploded generator affected. ]

1. False data injection (FDI) attacks against dynamic security assessment
2. Attacks on the local energy market.

Source: Musleh, Ahmed S., Guo Chen, and Zhao Yang Dong. "A survey on the detection algorithms for false data injection attacks in smart grids." IEEE Transactions on Smart Grid 11.3 (2019): 2218-2234.
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