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= Technical Reports

=  “Present situation on data acquisition, handling, and analytics of operators of the transmission system
in different countries and their future needs to cope with the continuous growth of data (TR100)”,
July 2022, Available to download from the PES Resource Center.

RESOURCE IEEE Power & Energy Society Report nghllghts
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Objective of survey \ (s |

Investigate data handling procedures of different transmission
system operators from around the world with sensitivity on

 geographical location
e particular circumstances such as climatic conditions,
 topography,

* public policies, economic restrictions
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Methodology of survey e

1.  Current ways of data handling in [country]: Infrastructure, processing, applications, long-term
*  Which data is currently collected (and-in use) for system operation?
*  Which type of devices and how many do collect data?
* How is the inter-connection managed? Emphasis on high resolution time-stamped data from PMUs/WMU's

2.  Current data-handling challenges in [country]

* What are the major challenges towards an effective data infrastructure including collection and storing? e.g missing standards,
amount of data, lack of access to data, invalid data, dimensionality

3. Ongoing activities in [country]
* What are the ongoing activities for addressing the above challenges?
* Which projects/initiatives are you aware of?

4.  Current [country] needs

* Could you indicate what type of applications are currently missing in the control room, and which you would like to have? (indicate as
many as possible)

*  What is the reason of lacking such applications listed before? (e.qg. lack of data or technology, unrealistic to implement, policy
constraints, economical constraints, etc.)

6
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Data processing

Multivariate data has different time and space granularities depending on the acquisition
techniques such as SCADA systems, PMU devices, or meteorological information
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Importance of data processing "

Security situational awareness center

S®] [f
Availability and reliability ° s

Engineerin .
of the collected data Seation Data storage Data analysis

prerequisite

Control Router
center A
RIQ Station
' controller
: i:‘;’ﬁ-ih. ‘i ‘i Protection,
stable and sustainable 7 L] control,...

system operation Control
y P ot 8 IEC 61850 Processbus

e
—

CT, VT,
primary devices, ...

Wu, J., Ota, K., Dong, M., Li, J., & Wang, H. (2016). Big data analysis-based security situational awareness for smart grid. IEEE Transactions on Big Data, 4(3), 408-417.




Need for protocols, and communicatio

infrastructure

. Wide-area situational awareness needs faster s
protocols and communications media

| ©IEEE

Control Center 2

Market Participant

Power Plant

Control
IEC 60870-6 (TASE.2)
ELCOM90
DNP3
IEC 60870-5

. Communication infrastructure is the main
limitation in some cases

IEC 62056
IEC 61107

EMS DMS

IEC 60870-5
DNP3

IEC 61970 IEC 61968

Metering

Substation 1 ll!l _,!
IEC 60870-5
DNP3 |
IEF 61850‘1'1 Substation 2
‘ I Ei_ .R L B Tele-Protection | E{_ m
sl |Em IEC 60834 ) =@
|| Tl ——
o i
- I as -@—/—
IEC 61850-9-2
Mohagheghi, S., Stoupis, J., & Wang, Z. (2009, March). Communication protocols and networks for power systems-current status and future trends. In 2009 IEEE/PES Power Systems 9

Conference and Exposition (pp. 1-9). IEEE.
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Information exchange is needed

. High interdependence of data across
different stakeholders (DSOs, generators,
and neighboring TSOs)

. Information exchange between the 14 P ﬁ customer
0 l

different actors is compulsory to profit from el %/ L TR
p y p il / r £ wind turbine

these data sources substation N
\ - % i i utility pole \ I
transmission lines glmlu ,\HQ /ﬁ /

A\ Power Domain

A
VAN

\ o
\e/gg /<‘E ((..{ ))/

ingiliiig A

R

\

Power flow
Information flow

optical switch

\

cellular base station C wireless gateway
control center Communication Domain
Liu, X., Chen, B., Chen, C., & Jin, D. (2020). Electric power grid resilience with interdependencies between power and communication networks—a review. I[ET Smart Grid, 3(2), 182- 10
193.




Standardization is needed to develop
solutions between companies
. Currently, data is processed using informaton low T TS S
standard and proprietary IT solutions Pl ) sysem S
from different vendors tailored to e &% .
their needs. A . .3 ; . \\\

/
/ Data owners : \
/ 00 Bi ? o \
[ ‘ &= 0
1‘ mw e | Data providers ‘» application Data consumers mw ’|

. Standardization of some of these \

/

. . % i /

tools is needed to develop solutions \ / :‘: ‘ /
\\ io data / ig data //
that can be adopted among \\\\ application prBo%i(cjje:s &% L o — % 2 Eragr:efNork providers ///
companies. R No approaches between possible = -~
s = Big data system T
=@ “Provides” TR o

https://www.kdnuggets.com/2019/10/data-scientist-data-management.html
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Differences globally in data sharing

. In north and south America, information exchange is restricted
although the power systems are interconnected.

. In Europe some information, tools, servers, and applications

are shared among TSOs
DSO-TSO coordination
A»Ets Flexibility

Commercial demain Wmm

Frequency AS
Hon frequency AS
Cong. Management

[ Data ranagement and data access ] Data Exchange Platforms E

Nisheeth Singh, "THE EUROPEAN INTERCONNECTED NETWORK: CASE STUDY OF INSTITUTIONAL REQUIREMENTS FOR A SUCCESSFUL INTERNATIONAL GRID INTERCONNECTION",

NAPSNet Special Reports, October 05, 2020, https://nautilus.org/napsnet/napsnet-special-reports/the-european-interconnected-network-case-study-of-institutional-
requirements-for-a-successful-international-grid-interconnection/ 12
Standard ENTSO-E Communications Document: Real-Time data exchange on Electronic highway.
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Challenge: Reduce corrupted data

20 T T T T T
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Mahmoud, M. S., Khalid, H. M., & Hamdan, M. M. (2022). Journal: Cyberphysical Infrastructures in Power Systems, 3-51. 13
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Challenge: Analysing system performanece ™~

Distinguish between asset failures, application failures, or data failure

Asset Management
System

LEADING e.g. Process e.g. Asset
Performance Indicator Maturity Condition

e e.g. Asset
LAGGING Past or Existing Fa?lures P |ure
Performance Indicator Non-Conformities

Incidents

Reactive Pro-active
Monitoring § Monitoring

Continuous
Improvement

Management
Review

Institute of Asset Management (IAM) publication: “Asset Management —an Anatomy” https://theiam.org/knowledge/asset-management-an-anatomy/, https://www.power-grid.com/executive-insight/the-martial-art-of-asset- 14

performance/#gref accessed 20/07/2022
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Lack of data analytic tools in \
control rooms

. Most of the surveyed system operators agree on a
current lack of data analytic tools operating in their
control rooms.

M e

el.gov/grid/power-systems-operations-controls.html, accessed

/

https://ww
20/07/2022

. Advanced tools make only sense if the information Standardize
exchange among these tools is standardized. information ‘ Data analytics

tools
exchange
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Training and development
on data analytics
- Be,
g iy, =
Common barrier among utilities toward @;@r(@\@ §
the implementation of advanced . m=an Yoogg_@g@ i
analytical tools in control rooms. DATA e
R T
- - ,ﬂ ‘ S —
MIP ENERGY MPC
/SYSTEMS
ENGINEERING
):.
MULTI-
OBJECTIVE UNCERTAINTY
?%@ &0 ©
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Conclusions

* Need to enhance data handling and advanced algorithms in control
rooms.

 Approaches should be (1) interpretable and (2) communicate their

limits so SOs and utilities can
1. reduce the training need of personnel, and

2. take immediate actions,

3. to avoid additional costs caused by the supervision of skilled data handling
experts.
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Contact & References

=  “Present situation on data acquisition, handling, and analytics of
operators of the transmission system in different countries and their
future needs to cope with the continuous growth of data (TR100)”,
July 2022, Available to download from the PES Resource Center.

Jochen Cremer

Assistant Professor IEPG, TU Delft, Netherlands
Web: https://www.tudelft.nl/ai/delft-ai-energy-lab
Email: j.l.cremer@tudelft.nl
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