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TTTT
he ubiquitous nature of 
hacking has achieved mo-
bility. It lives in our cars, as 

pointed out by Miller and Vala-
sek from prior research at the 
University of Washington. How 
dangerous is this? Do you think 
that an out-side source knowing 
where you are,  listening to 
conversations, and soon, I ima-
gine, watching you and driving 
your car should be a concern?

Or is it hype? 

Both views are expressed in the 
Automotive CyberSecurity page 
at sites.ieee.org/ocs-cssig. And 
to this I will add that in 2015, it 
was considered by some as 
hype.

How did this nonsense start? 
Prior to (about) 1995, vehicles 
had a major problem. Connect-
ed to each device was a point-
to-point cable for control. The 
cables were threaded into the 
vehicle doors to allow such 
technology as power windows. 
The automotive industry faced 
an issue. The wires could 
“break,” causing control to stop 
to/from the connected device. 

In addition to the door cables, 
there were separate controls 
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C
yber attackers are con-
stantly changing their 
tactics, techniques and 

procedures. SSA Penalosa will 
walk through some basic attack 
scenarios and demonstrate how 
attackers evolve and adjust to 
the changing attack surface.

S
upervisory Special Agent 
Jensen Penalosa has been 
a Special Agent with the 

FBI since 2005. Prior to entering 
on duty with the FBI, SSA Pena-
losa was employed by FileNet 

Corporation as a software 
engineer. SSA Penalosa is cur-
rently a Certified Information 
Systems Security Professional 
(CISSP), GIAC certified Incident 
Handler, Forensic Analyst, Web 
Application Penetration Tester, 
and holds a Bachelor of 
Science degree in Computer 
Science. 

From 2012 to 2014, SSA Pena-
losa supervised the FBI Cyber 
Crime Squad embedded in the 
Los Angeles Electronic Crimes 
Task Force in Los Angeles. In 
2014, SSA Penalosa was 
assigned to the Orange County 
Resident Agency, where he 
currently supervises the Cyber 
Squad responsible for con-
ducting counterterrorism, coun-
ter-intelligence, and criminal 
cyber investigations.
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connections to things such as 
the radio, heater, engine, 
transmission, brakes, etc. This 
list has been expanded to 
include other parts of the 
vehicle—for example, the gas 
pedal, the emergency brake, 
and so on. A long list.

Then the auto industry was 
presented with a serial bus (the 
Controlled Area Network or 
CAN), which reduced the con-
trol cabling to a single wire  
handling control signals from a 
computer (the Electronic Con-
trol Unit or ECU). The CAN bus 
is an electronic marvel, allow-
ing information to transmit with 
fidelity over electronically 
“noisy” environment. The bus 
had no extra-vehicle connec-
tions and there was no concern 
with extra-vehicle attacks.

Then the world changed. It 
became apparent that increas-
ed functionality with the outside 
world was achievable using cell 
phone technology. As a sales 
attractant, cell phone capability 
allowed an in-vehicle person to 
communicate with others using 
a cell phone. But, automakers 
had an historical mindset based 
on the CAN bus, which pre-
cluded an externally based 
attack. And so, software cared 
not one wit about “hackers.” 
After all, who hacks?

Using modern cell phone tech-
nology, we can connect a cell 
phone to the Internet. So, we 
started with a hacker intruding 
on our system using cell phone 
communication, and now we’ve  
expanded this to include the 
Internet. The mechanics of vehi-

The scenarios get much, much 
worse. Consider the TV show, 
Quantico, Season 2, Episode 
21, where it is postulated that a 
WiFi connection to an infiltrated 
cell phone can be jiggered to 
provide communication with 
active flight control software. It 
is true that the suggested 
scenario includes flight software 
that has also been jiggered, but 
was this really necessary? 
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cle hacking are described in the 
The Car Hacker’s Handbook.

The problem gets worse. There is 
an ongoing movement to allow 
vehicle-to-vehicle communication 
(V2X) to provide better collision 
avoidance. Each vehicle partici-
pates in a dialog with one or 
more vehicles on the road to 
determine traffic issues and to 
take an active role in avoiding 
the troubling effects of a colli-
sion. If we assume that com-
munication uses standard and 
well-used technological solutions 
then we are faced with the 
prospect of using internet pro-
tocols as a communication 
mechanism. This not only allows 
use of existing technology and 
existing solutions but also intro-
duces the prospect of additional 
hacking. 

One, small, final word. Cell 
phone, and the Internet are not 
point specific. Communication is 
global from anywhere to any-
where. It is possible and has 
been proven that a hacker can 
control a vehicle; i.e., listen in to 
conversations from outside the 
vicinity of the vehicle from any 
place on the earth.

The solutions proposed use the 
Internet of Things (IoT), and IoT 
frameworks to provide cyber 
secure ECUs throughout the 
vehicle. But, maybe, the solution 
is to isolate the external world 
from the internal world and/or to 
provide extensive front-end 
filtering of incoming messages. 
Placing your “power” program-
ming in a single location has 
some cost advantages. Isolating 
the external world bus from the 
internal world bus provides a 
secure environment. 
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Request for ArticlesRequest for ArticlesRequest for ArticlesRequest for Articles

T
his newsletter is open for 
article or information 
submission by all mem-

bers of the CyberSecurity SIG. If 
you have something to say or 
leads on information that would 
be of benefit to the SIG, the 
members would love to read it.

Articles must be a maximum 
of 500 words. For articles over 
500 words, please provide a 
double-spaced abstract for 
publication in The Datagram, 
and the full article, single-
spaced, as a .doc, .docx, or .rtf 
file to Carol J. Amato, News-
letter Editor, at stargazer@ 
stargazerpub.com.


