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Abstract: The electric power grid is a complex cyber physical system (CPS) that forms the 

lifeline of a modern society. Its reliable and secure operation is of paramount importance 

to national security and economic well-being. The power grid today is a highly automated 

network, wherein a variety of communication networks and information systems are 

interconnected to the physical grid for the purpose of monitoring, protection, control, and 

market functions. Numerous publications - from government, industry, and academics - 

have indicated the growing concern of cyber threats to the electric power grid and the 

critical need to protect the grid against cyber attacks. Moreover, the increased reliance on 

information and communication technologies in the smart gird will significantly increase 

the attack surface, which further underscores the importance of cyber security.  

As a result, cyber security of the power grid — encompassing attack prevention, detection, 
mitigation, and resilience — is among the most important R&D and educational priorities 
of today and in the future. The purpose of this tutorial is to provide insights into the latest 
R&D and best practices for raising awareness of cyber security and approaches for 
managing it. The short course is tailored to a broad audience from industry and academia 
with the background in power systems or cyber security 
 

 

 

 


