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Abstract - The assessment of the perceived risk by people is extremely important for security management. Each person relies on other people’s opinion to make a choice and the Internet is where these opinions are mostly researched, found and reviewed. For this reason, opinion mining and sentiment analysis represents relevant fields of study. One of their most innovative applications is in the field of public security: in this case security managers can use people’s expressed perceptions to discover unforeseen and potential weak points. Collecting the opinions to be used for this purpose involves searching through various open sources (OSINT - Open Source INTelligence) and hence dealing with copious amounts of data in digital form where information and knowledge are to be extracted from.
The purpose of this paper is to illustrate a proper methodology to reach this goal and show the related results obtained, considering, as case study, the Papal Basilica and Sacred Convent of Saint Francis in Assisi, Italy.
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I. Introduction

The assessment of the perceived risk by people is extremely important for security management. 

Each person relies on other people’s opinion to make a choice and the Internet is where these opinions are mostly researched, found and reviewed. 

For this reason, opinion mining and sentiment analysis represents relevant fields of study. They were initially used as market research tools to find out opinions about brands and products and they have now evolved to become applicable in other sectors too. 
One of their most innovative applications is in the field of public security: in this case security managers can use people’s expressed perceptions to discover unforeseen and potential weak points. 
Therefore, this type of analysis applied to the security sector could be considered as a sort of informal auditing since it allows questioning the effectiveness of the measures/procedures adopted without doing a proper interview, and thus taking the appropriate countermeasures.

Collecting the opinions to be used for this purpose involves searching through various open sources (OSINT - Open Source INTelligence) and hence dealing with copious amounts of data in digital form where information and knowledge are to be extracted from.

In our case, Twitter has been used as source and a suitable analysis of keywords, even properly coupled, contained into various tweets. 
Keywords were selected considering that the assessment of the perceived risk is strongly related to psychological aspects, through the perception of the dichotomous value of positive and negative emotions.
Keywords analysis was made using proper parameters such as ‘Salience’ aimed to measure how important the word or word pair is within the entire considered text.
The purpose of this paper is to illustrate the methodology and show the results obtained, considering, as case study, the Papal Basilica and Sacred Convent of Saint Francis in Assisi, Italy.
II. the papal basilica and the  sacred convent of saint francis in assisi
The Papal Basilica and the Sacred Convent of St. Francis in Assisi, Italy, together represent a unique and specific cultural heritage site where the mortal remains of Saint Francis have been housed since 1230 AD (Figs. 1 and 2). 
Millions of pilgrims and visitors from all over the world visit this site each year. In 2000 AD, together with other Franciscan sites in the surrounding area, it achieved UNESCO World Heritage status. 
Important international events, such as those related to world peace and dialogue between religions, are organized in this site and they are generally attended by thousands of people. 
[image: image1.jpg]


The Papal Basilica, where unique frescos by Giotto and other famous painters are displayed, comprises three stratified structures represented by: the tomb of St. Francis, located at the lower level; the lower Church, whose altar is just above the tomb of St. Francis; and the upper Church, located above the lower Church.
Fig. 1. External picture of the entire site.

Fig. 2. [image: image2.jpg]


Schematic section views of the Basilica.
Inside the Sacred Convent there is a museum, a library and other spaces for hosting spiritual and cultural activities.
Unique and composite cultural heritage sites, such as this, require a significant effort to ensure visitor security and safety and from this point of view different activities have been done and are still going on [1, 2] but even risk perception of people is very important to reach the desired goal.
III. description of the used method
The assessment of the perceived risk by people is extremely important for security management and a useful aiding tool is represented by opinion mining and sentiment analysis through Open-Source Intelligent (OSINT) Techniques [3 - 10].
There are various sources to gather data from, but those that offer text in digital form are to be preferred to avoid the burden to transcribe the text into a format suitable for electronic processing.
 It is also preferred to collect data from social network to have the view of many people regarding a topic of interest.
Twitter has been chosen as the main source of data among the most popular social network because the posts are publicly available by default (Facebook profiles and comments are usually private) and contain mainly text (Instagram contains mainly photos). Further, it also has a word limit, recently upgraded from 140 to 280 characters/tweet, thus making it easier to parse any tweet.
Many software tools are available for data collection from social media and among the most common ones is NodeXL since it does not require the knowledge of any programming language. NodeXL is a social media network analysis tool with visualization add-in for Excel. The basic version, used for this work, is available as open source and offers the opportunity to import from Twitter limited API. Furthermore, it allows to download up to 2000 tweets or tweets posted within the last 7-8 days. A useful tool available is represented by ‘Words and word pairs’ that counts the words and the pairs of words appearing next to each other in a chosen text column. This operation performs ‘Sentiment Analysis’ by simply scanning the text, noting the presence of words included in two ‘Lists of Sentiment Words’ (Positive and Negative by default), and presents the number of occurrences. The composition of the mentioned lists can be tailored to match the scope of the specific investigation to be carried out.
An important parameter to be considered is represented by the so called ‘Salience’ which is aimed to measure how important the word or word pair is within the entire text column. It is defined as:
Salience = (count / total non_noise words in column) *

* log10 (non_empty cell in column / cells in which word or word pair appears)



(1)
The study is focused on the analysis of tweets regarding the Papal Basilica and Sacred Convent of Saint Francis in Assisi (‘Basilica Papale e Sacro Convento di San Francesco in Assisi’ in Italian), that will be shortly referred to as ‘Sacred Convent’. 
The focus of the investigation is to gather opinions and comments regarding the risk perceived by people visiting this location. 
Different combinations of words have been considered and only tweets in Italian or English language posted between 07th July 2016 and 24th August 2017 are part of the analysis. 
A total of 324 Tweets have been gathered and they have been categorized in four main groups (Tweet, Mentions, Replies to, Retweet). 
The keywords used as search term are displayed in the Tab. I.
TABLE I.  summary of the keywords used as search term.
	Keywords
	Tweet
	Mentions
	Replies to
	ReTweet

	sacroconvento (includes both @sacroconvento and #sacroconvento)
	68
	52
	23
	17

	“sacro convento” assisi
	77
	11
	0
	0

	basilicadisanfrancesco assisi
	32
	3
	0
	0

	basilicadisanfrancesco assisibynight or basilicadisanfrancesco  assisiitaly
	2
	0
	0
	0

	basilicasanfrancesco assisi
	32
	0
	0
	0

	assisi convento
	4
	0
	0
	0

	‘Sacro Convento’ cittadiassisi
	0
	3
	0
	0


The Sentiment Analysis is also used, and the name of this category is ‘Awareness’. It is suitable to highlight if and how the location is mentioned in mass media. The words considered are names of newspapers, television and radio broadcasting companies (national and religion oriented) and well-known events (mostly to the Italian public) that take place in this location. 

To ensure a meaningful result of the analysis, the list of words that identify the classification into one of the three categories is being created step by step relying on the English default settings present in the software used. 
It is known that lexicons for the Italian language useful for this type of analysis are already available but since some words are specific for the context, it is preferred to create a new lexicon. 
The emotion analysis has indicated that the most meaningful words in this context are those related to the primary emotions. The negative list will not include some of the words commonly considered negative (such as sadly) as these are not considered related to perception of risk.

Since the specific geographic area suffered earthquakes in the past and the fear of this type of event is still currently perceived due to recent episodes in Italy, the words related to this phenomenon (both in Italian and in English) have been searched and those found have been added to the negative list. These words are related to the emotion ‘fear’ and therefore qualify for the inclusion into the ‘Negative’ sentiment word list. 
IV. results
The processing carried out with the customized metrics has produced a wealth of data, summarized in the Tab. II.
TABLE II.  summary of the obtained data with the given metrics.
	
	Count
	Salience

	Total Words
	4126
	1,000

	Non-categorized Words
	3670
	0,889

	Words in Sentiment List#1: Positive
	179
	0,043

	Words in Sentiment List#2: Negative
	40
	0,010

	Words in Sentiment List#3: Awareness
	237
	0,057


In Tab. II, the ‘Salience’ gives the probability that a word chosen from the gamut of the words appearing in a considered tweet (minus the skipped words), belongs to one of the mentioned categories. 
It is clear that the set of ‘Non-categorized Words’ is largely populated, and this is a direct consequence of having chosen to include in this list all the keywords and their combination (such as ‘sacroconvento’, ‘basilicaassiisi’, etc.). It should also be noted that in any usual conversation, the words that express a clear polarity (positive or negative) are the minority.

Fig. 3 shows the distribution of the number of tweets across the analyzed timeline in this work, as well as the distribution of tweets containing the categorized words. 
[image: image3.emf]The tweets have a relatively even distribution across the period considered, with the evident exception in mid-September: this corresponds to the day of the visit of Pope Francis to the Papal Basilica and Sacred Convent of Saint Francis in Assisi.
Fig. 3. Distribution of the number of tweets across the analyzed timeline.
The comments included in this peak mostly contain terms labelled as positive and awareness as could be expected for such event. The visit of Pope Francis has, as expected, raised the awareness of this location: His words have clearly triggered positive emotions in the audience.
The ‘Awareness List’ (mentions of the subject in mass media, other social network, etc.) has many occurrences mainly because the term ‘URL’ is frequently used in the strings considered, primarily because the limit of 140 characters which leads people to post links to other website where their view is expressed in full.

Fig.4 shows the distribution of the words belonging to the ‘Awareness List’

[image: image4.emf].
Fig. 4. Distribution of the words belonging to the ‘Awareness List’.
[image: image5.emf]The timeline of the occurrences related to some of the ‘awareness’ words was plotted to analyze their distribution in time. In detail, the words considered in the graph are URL, retweet and a netting containing references to mass media. 

Fig. 5. Timeline of the occurrences related to some of the ‘awareness’ words.
The visit of Pope Francis has also had an impact on the number of URLs used, as can be concluded from the substantial increase in their incidence in September.

For the retweets, a slight peak can be observed in October, corresponding to the celebration of Saint Francis. While the mass media either posted directly comments or were mentioned by other users during the Christmas time.

It is also interesting to notice that there are few comments containing ‘awareness’ terms in January, which is most likely due to the location not being very popular with visitors right after Christmas time.
As expected, looking into the defined positive and negative categories, the count of words belonging to the Positive List is greater than the count of those in the Negative List. The occurrences of words in the Positive and Negative list are displayed in Fig.s 6 and 7, where words bearing the same meaning have been grouped together.
It is interesting to evaluate the clamor of what happens in this location. To do so, the posts containing ‘awareness’ terms have been considered, filtering out those containing references to national newspapers and television/radio broadcast. 
All of them were related to cultural, religious, musical and fund-raising events; none of those had any reference to security or risk perception. 
[image: image6.emf]Risk perception is affected by the circulation of the message (awareness of issue) which could be even more important than the trustworthiness of the writer of the post. Furthermore, dealing with only one web site, and specifically a social network, it is not possible to use the normal techniques to differentiate the authority and trustworthiness of the sources. 

Fig. 6. [image: image7.emf]Occurrence of positive words.
Fig. 7. Occurrence of negative words.
It has been thought to evaluate the relevance of a post in accordance to the number of sentiment words (positive and negative) pertaining to the domain of interest, the number of retweets or likes the post has received and the popularity of the user (measured considering the number of followers).
The parameter deriving from the number of sentiment words should not be a simple arithmetic difference between the two categories. 
It could be useful to consider the term frequency for each of the words belonging to each of the two categories and with this information adjust the scoring.
It could also be useful to single out the comments that contain a certain percentage of positive or negative words. For example, considering that the average number of words composing the tweets examined is 13, the threshold could be set at 15,38% (two categorized word every thirteen). 
The number of retweets or likes has been taken into consideration since it is a sign that other users read the comment and agreed with its content.  Posts containing such signs of interest will be considered more relevant than those that appear to be ‘unnoticed’. The number of followers has been chosen as a parameter since it is considered an indication of the diffusion of a message even though non-follower users could have read it as well. 

Unfortunately, these considerations cannot be refined more deeply since the data available does not bring enough information to allow for a validation test of any designed model. Notwithstanding the absence of a valid model to extrapolate the knowledge searched for, it is possible to draw some qualitative observations. 
The absence of messages conveying emotion related to the perceived risk can derive from the spiritual atmosphere of the location which could bring the visitors to pay less interest to security aspects. It is true that this location bears a high religious meaning but nevertheless is not as conspicuous as Saint Peter’s Basilica in Rome, and this might lead people into thinking that the location is less likely to be the target of an attack. 

In conclusion, the assessment of the perceived risk, is strongly related to psychological aspects. Starting from the sensorial stimuli, through the perception of the dichotomous value of positive and negative emotions, this path leads to the perception of security as a feeling-need.
It is possible to achieve the total absence of perceived risk, when the meaning of the experience is in complete harmony with personal existential expectation. This means that whenever an individual visiting a location can verify that the security measures in place match their expectations, they will perceive that there is no risk.
The result of this study seems to indicate that the Papal Basilica and Sacred Convent of Saint Francis in Assisi, with its profound spiritual atmosphere and the relative quietness / isolation, lowers the risk perception by biasing the visitors towards a positive perception of the location.
It is evident that the assessment of the risk perceived is not simply obtained by applying techniques of opinion mining to the post on Twitter about the location chosen. 
The sheer numbers of categorized words are not enough to provide usable intelligence. Rather, these techniques could be used to discriminate which reviews might be of interest to an analyst that will perform further assessments and provide a valid product.
As any intelligence product, the result of this investigation must be validated with knowledge acquired through other means, not excluding classified material where applicable.
This assessment of the perceived risk could point out areas of real risk, meaning weaknesses of the system that can be spotted by the casual visitor. Unfortunately, this can be done by both those who try to prevent the harm and those who want to endanger others.
The results obtained through OSINT in the study of the perceived risk related to a certain location are clearly useful to those interested in ensuring that the right security levels are met always, even from the risk perception point of view.
This burden can be shared among various organizations and therefore is beneficial that all of them have access to the results. Nonetheless certain protection must be put in place to avoid providing useful and distilled information to those that want to overcome the security measure in place.

V. Conclusions
A new method for perceived risk assessment through Open-Source Intelligent techniques for opinion mining and sentimental analysis applied to the Papal Basilica and Sacred Convent of Saint Francis in Assisi, Italy has been illustrated.

It represents a useful tool for security management in any kind of organization and it can obviously been upgraded considering different kind of open sources data and also more refined data analysis techniques. 
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