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Virtual IDS Prototype for Mobility CORE
1. Malicious URL Detection and Mitigation
2. Malware Detection and Mitigation
3. Application and Overload Control
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Blacklisted URL Detection and Mitigation

<13>52p 23 12:00:04 niksun [1:1543:12] WEB-CGI cgwrap access
[Cassilication: aooe2s 10 a pelentially vunerable web soplication]
[Pricly: 2] TCP) 1.1.1,564486 > 160, 162.136.91:80 [params:
fimasiampa 1411488003, 3405908 arm nonx < 15438 lypes 1008 saurc
8a1,1.1.58dest raliona 192 162 136 918thesha defvauea183am
namae| 11543 12)8aamnterva «08a amsaventy=2aalamsource=n
Ksun.cso.att.comTen0_l rkDdrecordentace=nksun.cso.att.comfen
0_/Ink0Bd2scrpt cn=WEB-CGI oghwrap access
[TCP}83port-6449580pon-908a amiayer~TCPacategory=WEB-C
()]

(Y135.91.15%4
1 segm=nts =
y Bad Traffic]
im=gtamo=14
3.165.121.446
ity=2&alarns
m/Elcn0_lin
I: 31041000
val')

('135.91.154.
=55 |Classifice

2] ITCP}

[TCE}

alarnname=|12

b2.136.

dex=12&type=11

n/flen0_linkd
C? small

=644948dport=£438alam}y

Jiracd

:04 niksun
tially vulnerel

J06=d

segns

[1:4

lpard

File Ecit View History Bookmarks Tocls Help

Vair Avabpiis e | 563 Suwwary LFC Lond

" NetCansale % | s NIKSUN

ntroller

£32 Latency M| Actraty

NIKSUN - Mozilla Firefox

X +|

lon Reconstruction

Query Pamneters ) .

I pprp— -y ~ [E1da
Loy ANCAT LN v
Heoy
Teme 113420 0823074 1150 00 0H2I224
Sui "]
S
e [ lo@
0o DNS? J Toe N F ] Widew ¢

bty e
Appicatica | Profocol Detall

T

. .
Top Applicatiors | Top Souree Mork | Tap Oaetration e Top Mok

Applzaton Pacestn
dane v upanrw O

32 v ]

v =
% - O
- - ]
gl b 0
TU3N v o018 0
omlbker Top ¥

Cvern

Jon: 1677 Fecodsperpags: 1% v

228 KR %)

A
MAK

Hons Pak

Votilty Anslywin

162y ®nann
mean 0283011
LA DRIES PR TR H
16643 iz een

190. 44
190 HEQ 21268 015

Wz 01)

02 163015192.°830.12
18.936.0.12502

146. 48 [PRTENR L]

W 1630163162, 620.13

166 4100 112109 4R N IS
»

Teols  Configuration

COMA Senrary




Malware Detection and Mitigation
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Bandwidth Overload Detection and Mitigation
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