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Checking in to work from overseas 
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DoD server 
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Checking in to work from overseas 

Navy Alice 
in her hotel  

DoD server Contacted: 
www.navy.mil 
10/10/2011, 9PM, 
20 min, encrypted 
Rm: 416 
Ckout on: 
10/12/2011 
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Practical questions 

How can we protect “road warriors” and their 
missions and activities? 

How can we protect sensitive communication 
via public networks, such as open source 
intelligence gathering? 
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Technical Goal: Separate 
Identification from Routing 
Onion routing separates identification from 

routing by bouncing communication around 
the network 

Cryptography makes sure each computer in the 
connection only knows about adjacent 
computers 
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Onion routing bounces Alice’s 
communication around the network 
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A corrupt first hop can tell that Alice is 
talking, but not to whom 
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Pentagon 
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A corrupt last hop can tell someone is 
talking to the Pentagon, but not who 
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Onion encryption makes communication 
look different at each point in the route 

Pentagon 
Server 

Navy 
Alice 

R1 

R2 

R3 

R4 R5 



11 

DoD threats countered by onion 
routing 

Untrusted 
ISP 

Agent 
Alice 

“What does the DIA Google for?” 
Compromised 

service 

“What will you bid for a list of Baghdad 
IP addresses that get email from  .gov?” 

“What bid for the hotel room  from which 
someone just logged in to foo.navy.mil?” 
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Semitrusted 
network 

DoD threats countered by onion 
routing 

Coalition 
member 

Alice 

Shared 
network 

Hostile 
network 

“Do I really want to reveal my 
internal network topology?” 

“Do I want all my partners to know  
 extent/pattern of my comms with 

other partners?”  

      “How can I  establish 
communication with locals without a 

trusted network?” 

“How can I avoid selective blocking of 
my communications?” 



13 

Hidden 
services 

DoD threats countered by onion 
routing 

Govt. 
web server 

Bob 

Homeland 
Security 
network 

Defense in 
Depth 

“How can I securely and quickly 
exchange vital info with every sheriff's  
dept and Hazmat transporter without 

bringing them  into my secure 
network?”


 “Do I want every SIPRNET  node to  
know where all the traffic on it is headed?” 

“Can I hide where my MLS  chat server/my 
automated regrader is?” 

Can my servers resist DDoS and physical 
attack even by authorized users?” 
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You can't be anonymous by yourself: 
private solutions are ineffective...  

U.S. agent 
Alice 

Foreign govt 
site 

DoD 
onion routing 

network 
“Looks like a  
US Fed.” 
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Law enforcement also needs 
anonymity to get the job done 

Officer 
Alice 

Investigated 
suspect 

Sting 
target 

Anonymous 
tips 

“Why is alice.fbi.gov reading my 
website?”  

“Why no, alice.localpolice.gov! 
I would never sell counterfeits on ebay!” 

Witness/informer 
Alice 

“Is my family safe if I 
go after these guys?” 

Organized 
Crime 

“Are they really going to ensure 
my anonymity?” 
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Regular citizens don't want to be 
watched and tracked 

Stalker Bob 

Censor/Blocker 
Bob 

“I look for you to 
do you harm.” 

Name, address, 
age, friends,  

interests 
(medical, financial, etc), 

unpopular opinions, 
illegal opinions.... 

Crime 
Target 
Alice 

Oppressed 
Alice 

.... 

Human 
Rights 
Worker 
Alice 

“I control your  
worldview and who 
you talk to.” 
“I imprison you for  
seeing/saying the 
wrong things.” 
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Businesses need to protect trade 
secrets... and their customers 

AliceCorp 

Competitor 

Competitor 

Compromised 
network 

“Oh, your employees are reading 
 our patents/jobs page/product sheets?”  

“Hey, it's Alice! Give her the 'Alice' version!” 

“Wanna buy a list of Alice's suppliers? 
What about her customers? 
What about her engineering  

department's favorite search terms?” 

Compromised/ 
malicious 

hosts 

“We attack Alice's customers with 
malware, and watch for 
when she notices us.” 
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You can't be anonymous by yourself: 
private solutions are ineffective...  

U.S. agent 
Alice 

Foreign govt 
site 

DoD 
onion routing 
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“Looks like a  
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You can't be anonymous by yourself: 
private solutions are ineffective...  

U.S. agent 
Alice 

Foreign govt 
site 

... 

AliceCorp 
Competitor/ 

malware host 

Citizen 
Alice 

AliceCorp 
onion routing 

network 

DoD 
onion routing 

network 

Alice's small 
onion routing 

network 

“Looks like a  
US Fed.” 

“It's somebody at  
AliceCorp!”  

“One of the 25 
users on AliceNet.” 
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... so, anonymity loves company 

Officer 
Alice 

Foreign govt 
site 

... 

AliceCorp 
Competitor 

Citizen 
Alice 

Shared 
onion routing 

network 

“???” 

“???” 

“???” 

U.S. agent 
Alice 
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Tor 
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Tor’s Onion Routing 

The NRL project begun in 2001 
Also a separate entity, the Tor Project, 

incorporated as 501(c)3 in 2006 
Also refers to the large public network: currently 

c. 3000 servers worldwide with .5 to 1 million 
concurrent users 
•  Self organized independent of NRL and Tor Project 

Also refers to the Tor software run by users or 
network operators 
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Tor and circumvention 

Connecting through Tor shows a Tor node IP 
address to censor rather than true destination 
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Tor and circumvention 

Connecting through Tor shows a Tor node IP 
address to censor rather than true destination 

But there are only about 3000 nodes: could an 
adversary simply block access to the 
network? 
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Blocking and bridges 

Tor nodes are listed in public directories 
so the clients can discover them and build routes 
to be a good netizen (your server can refuse connections 

from Tor if you want) 
but facilitating blocks from public Tor network -> facilitating 

blocks to the public Tor network, so 
Bridges: Nodes that just provide connection to Tor 

network 
not publicly listed -> harder to discover/block 

Not the only way to block: DPI tricks on handshake 
etc. 
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A Tor Feature and Bug 

Anybody can run a node in the network 
A significant adversary could own much of the 

network 

How can we route securely even if our 
adversary owns 30% of the network? 
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Risk of end-to-end correlation attack 
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Some adversarial routers 
User doesn’t know where the adversary is. 
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Use trust to minimize risk of end-to-
end correlation attack 
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Some adversarial routers 
User doesn’t know where the adversary is. 
User may have some idea of which routers are likely to 

be adversarial. 
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Adding trust to onion routing 

Assume that nodes are trusted to different 
degrees. 

Simplest question to ask first: How can we choose 
the first and last node in an onion routing circuit 
to minimize the chance of a correlation attack? 
•  i.e. minimize the chance that they are both compromised 

Adding trust in links, association of a user with the 
nodes he trust... can come later, but are 
pointless if we cannot handle this most basic 
question. 
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Model of Trust 

Router ri has trust ti.  An attempt to 
compromise a router succeeds with 
probability ci  = 1-ti. 

User will choose circuits using a known 
distribution. 

Adversary attempts to compromise at most k 
routers, K⊆R. 

After attempts, users actually choose circuits. 
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U

V 

Trust Model 
Two trust levels: t1 ≥ t2 

U = {ri | ti=t1}, V  = {ri | ti=t2} 
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Trust Model 
Two trust levels: t1 ≥ t2 

U = {ri | ti=t1}, V  = {ri | ti=t2} 

Theorem: Three distributions can be optimal: 
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Trust Model 
Two trust levels: t1 ≥ t2 

U = {ri | ti=t1}, V  = {ri | ti=t2} 
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Theorem: Three distributions can be optimal: 
1. p(r,s) ∝  crcs for r,s∈R 

U

V 
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Trust Model 
Two trust levels: t1 ≥ t2 

U = {ri | ti=t1}, V  = {ri | ti=t2} 

40 

Theorem: Three distributions can be optimal: 
1. p(r,s) ∝  crcs for r,s∈R 

2. p(r,s) ∝ c1
2
  if r,s∈U 

0    otherwise 
U

V 
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Trust Model 
Two trust levels: t1 ≥ t2 

U = {ri | ti=t1}, V  = {ri | ti=t2} 
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Theorem: Three distributions can be optimal: 
1. p(r,s) ∝  crcs for r,s∈R 

2. p(r,s) ∝ 

3. p(r,s) ∝ 

c1
2
  if r,s∈U 

0    otherwise 
c1

2(n(n-1)-v0(v0-1)) 
 if r,s∈U 

c2
2(m(m-1)-v1(v1-1)) 

 if r,s∈V 
0 otherwise 

U

V 

  where v0 = max(k-m,0) and v1 = (max(k-n,0)) 
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More general adversary 
Analysis assumes only nodes are compromised: 
What if you are visiting a hostile website? 
What if the link to the destination is observed? 
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U

V 
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Downhill algorithm 

Pick from most trusted nodes for first hop 
Then pick from a broader set for each 

successive hop in the route 

Each hop may include nodes less trusted by 
you, but also less likely to be associated with 
you 
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