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visibility & control



The right type of information is not visible enough
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There is not enough control of the kind users
want
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3 aspects of home networking

e Infrastructure — devices and connections that
comprise the home network

 Performance — how the network is performing
over time

 Policies — how the network resources are
allocated



To

visibility in infrastructure
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[Chetty 2007, Chetty 2008, Grinter et al. 2009]



control in infrastructure

LINKSYS®

A Division of Cisco Systems, Inc.
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[Chetty 2007, Chetty 2008, Grinter et al. 2009]



visibility in performance

e Too little visibility
— What speeds
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Your Results

Below you will find the history of results for tests run from your computer. Use the image link to share with others!

DAY TIME DOWNLOAD UPLOAD LATENCY SERVER DISTANCE
8/11/2006 PM GMT 8111 kbps 597 kbps 60 ms New York, NY ~ 1350 mi
8/11/2006 PM GMT 4348 kbps 604 kbps 114 ms London, UK ~ 4600 mi
8/M11/2006 5:51 PM GMT 9475 kbps 512 kbps 56 ms Chicago, IL ~ 800 mi
8/11/2006 51 PM GMT 428 K 73 ms San Francisco, C ~ 1450 mi
8/11/2006 5:50 PM GMT 6631 Kbps 6 1 103 ms Seattle, WA ~ 1650 mi
8/11/2006 5:49 PM GMT 1 313 K 46 ms Los Angele ~ 1250 mi

(2006 5 : 59 kbps 46 ms Atlanta, GA ~ 700 mi

(2006 B 11420 kbps 15 1 18 ms Dallas, TX ~ 50 mi

[Chetty 2010, Chetty 2011]



control in performance

e How can | ensure that the right people and
machines have the best network speeds at the
right times?

— E.g. if | have work, wife and husband pair

— E.g. if | have a streaming video and don’t want a
backup to interfere with it?

You[1:3)

[Chetty 2010, Chetty 2011]



visibility in policies

 Not enough visibility into ISP policies

e.g. @OmCCISt throttling BitTorrent traffic
case in 2007

 Not enough visibility into internal home
network policies

— Who has access to what files and services?

— Who has access to the network and at what
times?

[Chetty 2010, Chetty 2011, Mazurek et al. 2009]



control in policies

e How can | easily set up policies for household
members

— e.g. how do | prevent my kids accessing the
internet at certain times?

— How do | time my back-ups for late at night?

[Chetty 2011, Mazurek et al. 2009]



How can we help home network users deal with
the lack of visibility and controls in terms they
want?



e Combined approach requiring both Human
Computer Interaction and Networking

 Need to redesign infrastructure to support
better monitoring/visibility and user-centered
controls

e This will allow us to develop human-centered
home networking



Examples
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[Chetty 2011, Mortier et al. 2011]



Performance
— continuous monitoring, using OpenWRT

— Support interfaces that show users in real time
what speeds are
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[projectbismark.net, samknows.com]



Network Overview

. v ‘ﬁ‘ Joanna
PO I I Cy @ pesktop
— Using o
l"ﬂ' Joanna 5568
programmable s =

> @ Guests = —
networks such as = ——

Available 0.0ce

OpenFlow to

Monthly Household Cap: 20 GB

Start Measuring on the |_1st Bof the Month

support interfaces
with better access
controls

"
[Kim et al. 2011, Yiakoumis et al. 2011]



Home network users need better visibility and
more control to do the things they want to do
and fix problems as they arise



Get in touch.
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