
Mapping Local Internet Control
Hal Roberts, David LaRochelle, Rob Faris, John Palfrey

Berkman Center for Internet & Society at Harvard University

http://cyber.law.harvard.edu/netmaps





4 3 2 1
[2.1][3.2.1]

BGP AS Paths: 
Maps of Control



How can China block falundafa.org? 3.2.1 How can Russia block Georgia? 3.2.1

How can the NSA surveil the Internet? 3.2.1 How can ISPs cut out malware ISPSs? 3.2.1



CAIDA



Mapping Method

* get all ASs from AS Relationships
* look up country of each AS
* merge all foreign ASs into 'Rest of World' AS
* generate a network graph for each country's ASs







Points of Control Method

* look up number of IPs for each AS
* traverse up tree of ASs for each country
* add the number of IPs of each AS to its providers.
* for multiple parents, divide by number of parents
   (caveats below!)

* add AS with most connected ips to points of control set
* add next AS with most connected ips excluding ASs 
   in points of control set or their consumers
* continue until 90% of total ips of the country are included









Complexity Method

* C = AS * ∑( CI(a) / I ) ) / I
* C = Complexity
* AS = total number of ASs for country
* ∑ = sum for each AS in country
* CI(a) = connected IPs for AS
* I = total IPs in country

* A network is more complex if it:
* has more ASs per IP address,
* has more connections per AS, and
* has more of its IP addresses at edges of network









Quantum Internet Topology
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