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CHAIR’S MESSAGE 
When social media dominates the traffic over the Internet and mobile communication networks, there 
are further insights and engineering that could be developed based on understanding social networks in 
depth. Such interplay between technological networks and social networks has so many different aspects 
to inspire IEEE Communications Society members toward the further frontier of communication 
technology and benefits of human society. Under such background, Technical Committee on Social 
Networks (TCSN) is established in 2016, after incubation as a sub-committee in Emerging Technology. We 
believe that the TCSN newsletters allow us a more fluent exchange of vision, ideas, and technological 
opportunities, in addition to the website and social media platforms. We greatly appreciate all the 
members who have contributed to this issue of the newsletter. Last, but not least, we wish TCSN 
newsletters serve as an effective means for this exciting multi-disciplinary knowledge on social networks 
to blend humanity and technology in an even better way. Most important, please welcome you to actively 
participate or initiate more volunteer services to TCSN and IEEE Communications Society. 

 

Best wishes,  

Damla Turgut, Chair, TCSN, 2021-2022 

 

 

UPCOMING CONFERENCES & CFP FOR SOCIAL NETWORKS TRACK 
 

IEEE Globecom 2021: December 7 – December 11, Madrid, Spain  

IEEE ICC 2022: May 16 – May 20, Seoul, South Korea 

Social networks have become prevalent forms of communication and interaction on the Internet and 
contribute to an increase in network traffic. As a result, social networks have attracted significant 
research interests in many related areas. Social networks have traditionally been studied outside of the 
technological domains; however, the focus is now changing towards networking challenges such as 
cloud, privacy, data analytics, and so on while still keeping the social perspective such as focusing on 
improving quality of life. The interplay between social networks and technological networks such as 
mobile networks and mobile computing is becoming still strong and many areas are still to be exploited. 
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ON CROWDSENSING AND AI-DRIVEN ANTICIPATION AND 
DETECTION OF FAKE TASKS TO SAFEGUARD PARTICIPATING  
 

DIDEM CICEK (DCICE028@UOTTAWA.CA), MURAT SIMSEK (MURATSIMSEK@UOTTAWA.CA), BURAK 

KANTARCI (BURAK.KANTARCI@UOTTAWA.CA)  
SMART CONNECTED VEHICLES INNOVATION CENTRE, UNIVERSITY OF OTTAWA, CANADA 
 
Crowdsensing resembles the participatory sensing paradigm that leverages advanced sensor technology 
as well as communication interfaces in smart devices. A typical participatory sensing system consists of a 
service provider, a sensing platform and participant nodes who send sensed data to the platform. A 
successful participatory sensing system is expected to operate in a secure, privacy-preserving and 
trustworthy environment. The service provider wants to recruit reliable users who will create legitimate 
tasks or provide reliable data to the system, while the users seek for security and privacy preservation. 
The popularity of participatory sensing can be adhered to the low cost attached to the sensing and data 
collection processes. Open/non-dedicated platforms provide cost advantages however they are prone to 
security threats.  

The key security challenges in a participatory sensing system are to ensure prevention of unauthorized 
access into the system (security aspect), and to protect the participant’s private data in the sensing task 
(privacy aspect). Such systems can be targeted by both internal and external adversaries. Internal 
adversaries are considered as selfish users trying to maximize their payments. External adversaries are 
considered as malicious users who aim to clog the system, steal sensitive information, or even crash the 
system. For effective operations, many participants are required. Recruiting users is a grand challenge 
since users will be reluctant to participate out of privacy concerns or simply out of lack of motivation. To 
tackle this issue, incentive mechanisms have been developed for crowdsensing systems1.  

In such settings, several types of security threats exist. Eavesdropping/Privacy leakage is a risk due to data 
transmission through wireless networks. Malicious task attacks can be initiated to steal sensitive user 
information. Fake task submission can aim at draining the resources of both participating devices 
and servers. Faked sensing attacks can be created by selfish users to deceive the incentive system and 
maximize their payments. Data poisoning attacks, sending fake data into the system to clog the resources 
and mislead the decision-making process. Sensitive information inference can be done through data 
mining to steal sensitive information like task details, personal attributes, or location. Service providers 
or participants can collude with each other and perform a Collusion attack to exchange sensitive 
information or give false feedback on other users to maximize payment.  

As AI-driven technologies get smarter, the security attacks that target such technologies get smarter too. 
Hence, intelligent attacks leveraging AI strategies can achieve to stay undetected by the conventional 
defence strategies. It is crucial to implement intelligent attack and defence mechanisms before launching 
a participatory sensing campaign. In our work, we presented AI-driven intelligent attack and defence 

                                                            
1 A. Capponi, C. Fiandrino, B. Kantarci, L. Foschini, D. Kliazovich, and P. Bouvry, “A Survey on Mobile Crowdsensing Systems: 
Challenges, Solutions, and Opportunities,” IEEE Commun. Surv. Tutorials, vol. 21, no. 3, pp. 2419–2465, 2019, doi: 
10.1109/COMST.2019.2914030. 
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strategies with two key case studies: AI-driven fake task anticipation (fake task injection modelling) and 
AI-driven fake task detection. Realistic adversarial attack design has a key role to prepare for potential 
malicious activities in real-life cybersecurity systems. AI-driven defence mechanisms are also required to 
protect the system and its resources from such challenging attacks.  

Solution 

Fake tasks have key characteristics like targeting specific locations, being launched during busy hours of 
the day and having longer duration than legitimate tasks. In our fake task injection modelling, we defined 
attack regions as circular regions and, implemented SOFM (Self Organizing Feature Map)2 to determine 
the areas with the highest population density to model an attack aiming the biggest impact. As another 
important contribution, we also introduced the mobility aspect to create a more realistic and challenging 
task. We used Zone-free movement (ZFM) and Zone-limited movement (ZLM) models. Tasks are given 
mobility every 10 minutes in our simulation tool CrowdSenSim. In ZFM model, the movement of fake and 
legitimate tasks are not restricted, and they can freely navigate. However, in ZLM model, boundary 
controls are put in place to create a protected zone from fake tasks, which eventually keeps fake tasks in 
attack zones and legitimate tasks out of the attack zones. To simulate a worst-case attack scenario with 
biggest geographic impact, we also took region-based approach in SOFM learning process to initialize 
random positions. Hence, we could determine the number of neurons according to the 
city coordinates.  

Defence strategies are more preventive and proactive as compared to attack strategies in the sense that 
they aim to detect fake and legitimate tasks. Hence, they contribute the creation of a more trustworthy 
community sensing system and the prevention of the economic loss due to void drainage by fake tasks. 
Community sensing campaigns can perform the best when legitimate tasks are kept in the system and 
fake tasks are eliminated. Machine Learning (ML) is an effective AI technique that can effectively mitigate 
security threats and highly applied in defence strategies. However, there are so many different ML 
techniques and scholars or practitioners can be overwhelmed in selecting the right ML technique in their 
defence strategies. In our work, we also provided a guide on how to develop a machine learning model to 
effectively detect legitimacy of the sensing tasks. Knowledge-based prior knowledge input (PKI) model 
and a hybrid model combining supervised and unsupervised ML models are elaborated in the chapter. 
Feature selection (i.e wrapper and filter-based approach) can also be embedded to the model to ensure 
a less complex problem. The prediction performance of the selected ML model is crucial in assessing the 
effectiveness of the model in eliminating fake tasks. This work also provides guidance on the performance 
evaluation metrics of ML models. The objective is to maximize the true predictions (True positive - TP and 
True negative - TN) and minimize the false predictions (False positive - FP and False negative - FN). Cost 
and profit functions, fake task elimination and legitimate task loss ratios are defined as key performance 
evaluation criteria to maximize the machine learning model accuracy.  

Ongoing Work 

Our work mostly concentrated on applying intelligent machine learning strategies to fake task anticipation 
and detection. However, potential attack types in participatory sensing systems other than fake task 
injection can also be studied via leveraging ML strategies. 

                                                            
2 M. Simsek, B. Kantarci, and A. Boukerche, “Self-Organizing Feature Map-Integrated Knowledge-Based Deep Network Against 
Fake Crowdsensing Tasks,” in GLOBECOM 2020 - 2020 IEEE Global Communications Conference, Taipei, Taiwan, Dec. 2020, pp. 
1–6. doi: 10.1109/GLOBECOM42002.2020.9347983. 
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COMMUNITIES A TEENAGER’S PERSPECTIVE ON SOCIAL 
NETWORKING IN THE AGE OF THE PANDEMIC 
 

DENIZ BÖLÖNI-TURGUT 
RISING SENIOR, TRINITY PREPARATORY SCHOOL 
WINTER PARK, FLORIDA 
 
Social media has been an integral part of teenage lives since its conception. For those teens who grew 
up around Instagram and Snapchat, the skill of online socialization developed right alongside their 
personal social skills. From knowing which emojis to use when commenting on an OOTD (outfit of the 
day) Instagram post to memorizing every texting abbreviation, today’s teenagers are very adept in social 
networking within their age group. 

During the weeks or months of quarantine due to the Covid-19 pandemic, the limits on in-person 
networking were felt by all ages but, surprisingly, even more so by teenagers who used social networks 
nearly every day prior to the pandemic. Just when social networking became more important than ever, 
some teenagers struggled to remain connected with teachers and other authoritative figures as they 
moved to remote learning. I believe this change merely exacerbated the existing divide between 
knowing how to use social networks for personal socialization, like most teenagers, and knowing how to 
interact with authority figures to further their academic and professional lives. 

Today’s teenagers are members of the digital native generation, so the problem was not the use of 
technology, Zoom, or Google Meets. The challenge was some could only interact with teachers only over 
the Internet. 

The benefits and effectiveness of remote learning as a whole remain in dispute but the point is that as a 
medium for social networking, it seldom works in teenagers’ favor. Conference call etiquette requires 
muted microphones, an environment hardly conducive to the small talk and off-topic banter which 
facilitates the development of your social network. Consider a chemistry teacher whose class 
assignments are, understandably, focused on chemistry. For even the extraverted teenagers who 
unmute their microphones and ask questions, the interaction in class amounts to discussions about 
solubility rules and stoichiometric conversions. There is hardly any room for personal connection. A 
couple of years down the line, could the same teenager meet the teacher in a grocery store and expect 
to be recognized? The answer, to no fault of the teacher or the student, is probably not.  

However, all hope is not lost. If anything, the pandemic demonstrated both the necessity and 
practicality of social networks. Despite the many negative aspects of online communication, without 
well-established social networks, professional development would have been at a standstill during the 
Covid-19 pandemic. Remote learning prevented many students from completely losing a year of 
learning. In addition, there are many steps which students can take to improve their social networking 
skills. 
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Take advantage of free time around classes to interact with teachers on a personal level. This tip goes 
hand in hand with asking questions during class. It is important to make an effort to engage in class 
regardless of whether you are online or in person. When taking courses online, the personal interaction 
with the teacher is often what goes missing so you should take every opportunity to ask extra questions 
after class or during breaks to allow the teacher to see more of your personality. But be careful! Asking 
unrelated or too personal questions during class can leave you looking like you weren’t paying attention. 

Make friends with students who have similar academic interests as you. Often, high school students 
have a well-established friend group where they spend the majority of their time. And there is nothing 
wrong with having a smaller set of close friends! However, it is important not to be afraid of reaching 
out to a different subset of students, especially if they have the same interests as you. An easy way to 
achieve this is to join a club on that subject matter (ex. Green Team, Girls in STEM), even if none of your 
close friends are in the club. In a social networking and pandemic context, join these new clubs even 
though most of their events might be held virtually now. Email/text club leaders to get access to the 
Zoom or Google Meet links where some of your most important connections could be formed. 
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THE MOST IMPORTANT LAW IN TECH: WEB FREEDOM VS. 
ACCOUNTABILITY 
 

SNEHA PRASAD ALAM 
SOPHOMORE STUDENT 
DEPARTMENT OF POLITICAL SCIENCE AND DEPARTMENT OF MEDIA & INFORMATION 
UNIVERSITY OF AMSTERDAM 
THE NETHERLANDS 
 

The age of the internet may be a new part of modern life for many people around the world; however, there 
the upcoming generation Z, including myself, are native to this digital world. The article discusses the 
inadvertent dangers of the expansion of the internet. Also highlights algorithmic discrimination, content 
moderation, gig economy & urban infrastructure, and double logic platformization. These are topics that 
address the grey area between web freedom and who/what if anything is accountable for these negative 
side effects. These dangers, highlighted are not for the purpose to stop technological advancement but 
rather encourage a holistic approach to technology so that it may benefit everyone. 

The discrimination starts off through the introduction of personalization in technology it inadvertently 
created the gap for polarization. This has led to information monopolies, such as Google, to have 
algorithmic discrimination. There is a discussion that algorithmic discrimination reflects society and the 
dominant values are reflected onto the search engines that mimic its users. However, there is also the 
opposing side that blames the algorithm for picking up these discriminatory and polarizing values and 
reemphasizing them. We can see algorithmic discrimination through three mechanisms: 
Autosuggestion, machine learning, and recommendation systems. Looking at autosuggestion, we can 
look at the search discrimination in Google. Safiya Noble addresses this in her Algorithms of Oppression. 
She states that “Google’s dominant narratives reflect the kinds of hegemonic frameworks and notions 
that are often resisted by women and people of color” (Noble 2018). Here we can see the negative 
effects of autosuggestion reflecting the discriminatory values of society.  

Machine learning is when an algorithm tries to learn and mimic human thinking according to Noble. This 
can lead to discrimination as humans are inherently susceptible to bias and prejudice. Furthermore, the 
leading research and development of this technology are typically done by the dominant part of society 
such as heterosexual white males. The lack of diversity when creating this technology creates a machine 
that instills the same values as the dominant group in society and will not be as useful to other members 
of society.  

Recommendation systems can be seen on Netflix, one of the leading online streaming services that 
shows a clear use of recommendation systems. Netflix curates a series of options and “personalizes” the 
viewers' options. However, this leads to creating small echo chambers where viewers are never exposed 
to certain shows that do not “fit” in their data shadow. These three mechanisms display how embedded 
discrimination can be within media platforms’ algorithms.  
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Although Facebook is used as a media platform it is important to remember that they are primarily a 
technology company. Facebook portrays itself as an impartial and objective party when they moderate 
content on the website. However, this is not true as they do not moderate equally. The documentary 
The Cleaners shows how behind every flagged post and reported comment there are contract workers 
who are exploited by the company and face high rates of burnout. Many of these workers are desperate 
for money and live abroad. Due to their need for the money, it is easy for companies such as Facebook 
to exploit them, for example, each worker processes one post every 10 seconds. The 2018 leak of 
Facebook guidelines show a complex and long community guideline. The guidelines previously were not 
made transparent which questions the politics of deletion as many posts are received and deleted 
before they ever get posted. This opacity benefits social media companies. As social media companies 
have increasingly faced more backlash for not moderating content such as violence and hate speech the 
companies have also adapted. Facebook also employs deep learning technology in order to identify the 
posts that need to be taken down. Despite Facebook’s attempts to adapt and appease society it is 
important to understand that they do not operate as a media company below the surface and will 
prioritize capital over the ethics of what content is acceptable on their platform.  

The 2016 presidential elections in the U.S. in many ways shifted the moderation paradigm in social 
media companies. As Rogers mentions, the rise of Trump’s Twitter and the dawn of ‘fake news’ caused 
outrage amongst his non-supporters around the world and has led to further crackdown on what is 
considered acceptable speech online. Social media companies quickly adapted their guidelines and 
further restricted what is acceptable and not acceptable online. Trump’s Twitter posts led to Twitter 
adding a fact check component and warnings which many social media companies adopted such as 
Instagram (run by Facebook). This leads many people, especially Americans, to believe social media 
censors political viewpoints. This raises the concern of whether social media companies should be the 
arbiters of speech online. Furthermore, the politicization of media censorship has led to many extreme 
users, such as Alex Jones, to be deplatformed by mainstream platforms such as Youtube. This leads to 
the discussion of alternative social media platforms that allow ‘extreme’ speech. It creates a gap while 
one side tries to eradicate content that is deemed harmful by society, the other smaller platforms take 
advantage and provide a new platform without regulations.  

The debate surrounding the politicization of social media content moderation has become more 
prevalent in our society from being discussed by politicians to news to activists. The concern lies with 
censorship of what and who is allowed to speak. Diving deeper into this is the ethical dilemma of whose 
values are legitimized? Although these companies claim to remain objective, the censorship has moved 
into a political speech that is no longer an objective stance.  

Companies such as DiDi and Airbnb attempt to platformalize urban infrastructures through dominating 
aspects of the economy, such as transportation, and making themselves essential to modern life. 
Through standardizing algorithms and pricing algorithms DiDi has managed to create an influential 
sector of the economy monopolized by these new companies. Due to the accessibility, the ride-sharing 
companies have posed a serious threat to traditional diving services which makes them an integral part 
of urban infrastructure. Similarly, Airbnb has not just infiltrated the hospitality sector of the economy, it 
has managed to make it to the agendas of policymakers. Due to the facilitation of gentrification of 
neighborhoods and unregulated renting out of homes many residents with Airbnb's in their 
neighborhood have complained about the problems it brings to the community. However, these 
companies rely on the fragile economic state of their employees in order to become an essential part of 
modern life. Although there are negative consequences as mentioned earlier of these share economy 
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companies, they manage to make themselves essential by appealing to low-income, often minority 
groups in society. They do so by stating that they are an empowering platform for people to make 
money on their own terms. The financial success of the companies also meant that politicians could not 
eradicate this new lucrative sector of the economy. These platforms pry on economic weakness (or 
crisis) to create a new technology to solve an issue that inadvertently hurts the community.  

Although both DiDi and Airbnb have a goal of becoming a central company in urban infrastructure, it is 
important to look at the region they have thrived in, more importantly, the cultural and political history 
of said region. When looking at Airbnb, it has thrived in North America and Northwestern Europe or the 
global North. In this region, the reliance on tourism as an important economic sector has increased the 
reach of Airbnb since it facilitates more travel (Chen & Qiu 2019). However, Airbnb has not managed to 
infiltrate the market as well as Didi, the ride-hailing company, has in China. The Global North is and has 
in recent history been a liberal democracy which entails that the government ensures that monopolies 
do not form and that the market remains competitive. Therefore, a company such as Airbnb would not 
be able to infiltrate the market to the extent of Didi. Meanwhile, in China, DiDi has over 94% of the 
shares of ride-hailing apps. They have managed to become an integral part of the urban infrastructure. 
This is in part due to the socialist history of China, DiDi saw a gap in the market regarding infrastructure 
and quickly monopolized it as the government had no system in place.  

The double logic of platformization entails decentralizing platform features and recentralizing platform 
data. The idea is to connect the infrastructural aspect of companies with the economic aspect. Helmond 
states in her article that the decentralizing of the social media platforms allow for expansion into the 
web. While features such as APIs and plug-ins connect the infrastructural model of the platform to its 
economic aims. The external data collection models on other platforms allow for monetization which is 
essential for the economic model of social media companies. Social media companies provide the 
infrastructural base for other websites to build off of as well which can allow these companies to collect 
data on their users through, for example, which ads they click on or like. 

Van Dijck addresses how the user data provides insight into the new organizations about how their 
readers interact with the content on their websites. This can be seen as decentralizing, news companies, 
similarly to social media platforms, gather user data. The onset of news online meant that each story, 
each headline had their own page which means organizations can track which headings get the most 
clicks/views. This change brought about by the platformization means that news companies can now 
tailor news for their subscribers and also focus their resources on news that they know will generate the 
most traffic. This newly gained knowledge of what type of articles attract the most readers is 
recentralization using the user data collected earlier. The platformization of the news organizations may 
seem valuable at first glance as user data allows for personalization of news. However, this has also led 
to news organizations, the watchdogs of our society, to turn a blind eye to important issues since they 
know readers are not interested in those stories or that they will not sell as well. This is dangerous for a 
democratic and any society as it jeopardizes the multiple sources of information since all organizations 
start focusing on similar storylines and their targeted audience. This contributes to biased information 
and facilitates polarization in society. 
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