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1. Introduction
Information privacy is a crucial aspect of eHealth. 
Appropriate privacy management measures are therefore 
essential for its success. However, traditional measures 
for privacy preservation such as rigid access controls (i.e., 
preventive measures) are not suitable to eHealth because 
of the specialized and information-intensive nature of 
healthcare itself, and the nature of the information. 
Healthcare professionals (HCP) require easy, unrestricted 
access to as much information as possible towards 
making well-informed decisions. On the other end of the 
scale however, consumers (i.e., patients) demand control 
over their health information and raise concerns for 
privacy arising from internal activities (i.e., information use 
by HCPs). A proper balance of these competing concerns 
is vital for the implementation of successful eHealth 
systems. Towards reaching this balance, we propose an 
information accountability framework (IAF) for eHealth 
systems.

Information accountability (IA) is an idea concerning the 
appropriate use and after-the-fact accountability for 
intentional misuse of information. It is expected that 
transparency and the presence of accountability 
mechanisms act as a deterrent for intentional  misuse of 
information. eHealth systems that are built to follow the 
principles of IA are coined Accountable-eHealth (AeH) 
systems. Figure 1 depicts a scenario that highlights the 
role of IA in the eHealth domain. In the scenario, we see 
how consumers’ healthcare information might flow in the 
eHealth environment. The flow of information between the 
professional  and public  domains must be monitored by a 
mechanism to control the way in which the data is used by 

HCPs and to ensure the public of the security of their 
sensit ive information. This mechanism can be 
implemented as an information accountability framework 
(IAF). The three main aspects of the IAF and their 
interrelationships are shown in Figure 2.

2. Information Accountability Framework
Applying IA to eHealth, we formulated an IAF that consists 
of three main aspects: social, technical and legal. The IAF 
is presented by providing supporting evidence for each 
component.

A. Social Aspects
To develop successful  eHealth systems, it is important to 
understand how consumers perceive their capabilities, 
policies and procedures. For example, AeH systems 
enable healthcare information manipulation to be 
transparent to the consumers whilst allowing nominated 
HCPs to access healthcare information which they 
professionally judge is required to make a healthcare 
decisions despite the usage policies in place. To enforce 
accountability, the consumers are allowed to make 
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Figure 1. eHealth Scenario [1].
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inquiries about possible misuse of information from HCPs 
themselves. In order to measure the impact such 
characteristics would have on system adoption, we take a 
theoretical approach commonly used in information 
systems research. Along with previously developed factors 
of technology acceptance such as perceived usefulness, 
perceived ease of use, computer attitude and computer 
anxiety, we investigated the impact of IA characteristics by 
gauging the attitudes of future eHealth stakeholders. Our 
approach was twofold. We conducted two online surveys 
to measure the attitudes of future healthcare professionals 
and eHealth consumers in Australia. In the first survey, we 
measured the attitudes of future healthcare professionals 
towards AeH systems. The findings revealed that IA 
measures do not negatively influence the intention to use 
AeH systems. Quantitative and qualitative data obtained 
also revealed that the respondents support the use of IA in 
the eHealth domain as a means of balancing stakeholder 
requirements. In the second survey, we measured the 
attitudes of potential eHealth consumers towards AeH 
systems. Similar to previous results, the respondents’ 
attitudes towards IA in eHealth was supportive. As a result 
of this work we were able to develop and validate two 
empirical  research models that can be used to identify the 
factors contributing to the perceived intention to use AeH 
systems. We expect to further validate these models with a 
wide range of user groups in the future. 

B. Technical Aspects
The main technical barrier for AeH systems was the 
representation and manipulation of usage polices. As a 
novel  solution to this problem we adopted Digital  Rights 
Management (DRM). The Open Digital  Rights Language 
(ODRL) is a DRM technology that is capable of 
representing a wide range of policy-based information. The 
semantics of ODRL falls neatly in line with the protocols 
designed for AeH systems. Instead of assigning usage 
policies to digital  assets (i.e., EHR data items in our case), 
we assign usage policies to HCPs. This allows eHealth 
consumers to assign a wide range of usage policies to 
their preferred HCPs to having a default access policy 
assigned to each data type. This is appropriate to the 
eHealth domain because the same data type may have 
different sensitivity levels for different consumers. Although 
consumers are capable of defining usage policies, the 
involvement of a central healthcare authority guarantees 
that the required access levels are always given to the 
appropriate HCPs without hindering the consumers’ 
privacy requirements. With the use of a Web based 
prototype, we were able to successfully demonstrate the 
representation and management of usage policies in AeH 
systems.

C. Legal Aspects
Like any eHealth system, AeH systems also rely on 
appropriate legislation for the governance and regulatory 
mechanisms to be established. We conducted a case 
study of the Australian eHealth system and identified that 
in its current state, the Australian legal foundations are 
inadequate for implementing the regulatory mechanisms 

necessary for 
AeH systems 
to function as 
intended.  In 
Australia, the 
Pr ivacy Act 
1 9 8 8 ( C t h ) 
set forth the 
m e a s u r e s 
r e l a t i n g t o 
i n fo rma t i on 
p r i v a c y 
i s s u e s . I n 
order for AeH 
sys tems to 
o p e r a t e 
effectively in 
the Australian 
c o n t e x t , 
issues such as 
mandatory data breach notification, information ownership, 
information access and use and methods of accountability 
(penalties for misuse) must be adequately addressed. 
However, with the imminent enactment of a general data 
breach notification law and other recommended changes 
to the Privacy Act, the foundations sufficient to support 
AeH systems are slowly being laid. 

3. Conclusions
The findings of our research study revealed that IA can be 
successfully used to address the information privacy 
conundrum in the eHealth domain. The efforts resulted in 
an IAF and coined a new genre of eHealth systems; AeH 
systems. Three main dimensions of the IAF were 
investigated and the foundations were laid for AeH 
systems to be implemented, specifically in Australia. 
However, there is a long and exhilarating road ahead 
towards implementing AeH systems, as expected with any 
eHealth initiative.
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IEEE Healthcom 2013 is fully sponsored by the IEEE Communications Society. It aims at bringing 
together interested parties from around the world working in the health care field to exchange ideas, to 
discuss innovative and emerging solutions, and to develop collaborations. eHealth is defined as the 
cost-effective and secure use of information and communications technologies in support of health and 
the related fields, including health-care related services, surveillance, literature, education, knowledge, 
and research, both at the local site and at a distance. It will make personalized medicine possible and 
affordable in the near future. The adoption of eHealth technologies in medical fields creates huge 
opportunities yet lots of challenges still need to be resolved to build reliable, secure, and efficient 
networks or platforms with great flexibility. 

Prospective authors are cordially invited to submit their original contributions covering completed or 
ongoing work related to the eHealth area. The topics include but are not limited to 
• Biomedical and biosensors engineering 
• Body sensor networks and wearable sensor systems 
• Clinical biofeedback, decision support systems, and tools 
• eHealth information and network Infrastructure 
• eHealth for public health (including disease prevention, emergency preparedness, epidemiologic 

interventions) 
• eHealth for aging (to support quality of life for older adults, aging in place and independence)  
• Emerging eHealth applications 
• Health grid and health cloud 
• Health monitoring, traffic characterization, & management 
• ICT-enabled personal health system 
• Image and video processing on eHealth 
• Network/Communications Infrastructures and Architectures for Healthcare 
• New IT-enhanced Models for Healthcare delivery 
• Pervasive and ubiquitous computing on eHealth 
• Practical Applications of e-Health 
• Security and privacy on eHealth  
• Storage and Display Devices for eHealth 
• Telemedicine and mobile telemedicine 

Conference Venue  
Instituto Superior de Ciências Sociais e Políticas – UTL (http://www.iscsp.utl.pt) 
Rua Almerindo Lessa - 1300-663, Lisboa, Portugal 

PAPER SUBMISSION 
Perspective authors are invited to submit their papers using EDAS System at 

http://edas.info/newPaper.php?c=13601&track=26533. A full paper should not have more than five 
(5) IEEE style pages including results, figures and references. Papers will be reviewed with the 
standard reviewing procedure (with at least 3 independent anonymous reviews). Accepted papers will 
be published on IEEExplore (http://ieeexplore.ieee.org/). The best accepted paper will receive the 
Best Paper Award. Extended version of best papers will be considered for publication on the 
International Journal on E-Health and Medical Communications (http://www.igi-global.com/IJEHMC) 
and in the Elsevier IRBM (http://www.elsevier.com/journals/irbm/1959-0318). 

Note: To be published in the IEEE Healthcom 2013 Conference Proceedings and IEEEXplore, an author of an accepted paper is 
required to register for the conference at the full (member or non-member) rate and present the paper at the conference. 
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